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1.0Executive Summary- IT Asset Management Strategy

1.1Profile of Assets

The Information Technology Agt Strategy covers the techrpjassets hosted the
Bonneville User Domain (BUD). These assets comprise,

T 1%of the BPAGs Plant I n Service total <cap
T 4% 0f the BPAGs planned FY2014 capital spe
T 2%0f the BPAG6s Departments planned FY2014

These assets include circuits, sesystorage devices, desktop systems, printers, copiers, faxes,
phone systemsnd software, includin§oftware as a Service (SaaS). The software systems
covered by this strategy include critical business systems, general business systems, web
applicationsand task systems. Critical business systems must operate and be available around
the clock (24x7). There are approximatefcritical business systemd hese systenenable
powerand transmission marketing ascheduling functionshydro operationsgnd load

forecasting General business systems enable BPA to manage its staff, finances, facilities,
supply chain, transmission assets, and services such as managing circuits and work planning.
Task systems are small web based applications that enahlet&#to moreefficiently

perform their work A small sampling of examples include: Absentee Tracking Sysem

Tribal Matrix websiteand theNW Subbasin Geognahic Data browser.

This strategy does not cover technology assets residing opeéhatonal grid network as they
are not currently under IT governand@rid network systemsonitorandmanage

the status of the electric grid. These
management systems incluoier

SCADA (supervisory conticand data Agency Strategy
acquisition)and AGC (Automatic

Generation ControBystems Agency Cyber Security Strategy
The IT Asset Portfoliois divided into IT Strategic Plan

four majorasseportfolios and the Project

Work Planas shown irFigure 1.1 The IT Asset Strategy

wn

Project Work Plan contains the project
which create assetgsoftware system,
networks, dateenter, etc.) that are place
into production under one of the fou
asset portfolios. Each asset portfolio h
its own asset plan. We use hese
individual asset plansto create our .
overall IT Asset Strategy. System Life Cycle

(@]
Autamation
Datacenter

Q
Project Work

Applications

The OfficeAutomation, Network, and Secu rity

Datacenter Portfol®collectively form _
the information technology infrastructure_Figure 1.1: Strategy and Asset Management Stack

that supports both users and systems. We will use infrastructure throughout this strategy to

refer collectively to these three portfolios.
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Office Automation Data Center Network
Desktops, laptops, Servers (infrastructure servers, Data, voice, and video
12] printers, and desktop application servers, database, etc| networks
8 software operating systems, database
2 management systems, and
management tools
» | 0 Refresh of network o Refresh of servers and storage | o Refresh of network
-g printers and o Migrating to new server operating infrastructure (routers,
= desktops/laptops systems switches, hubs, firewalls,
© | o Upgrading workstation |0 Adopting new technologies cabling, etc.)
i software (hierarchical storage managemer o Enhancement of network
S |© Adoption of new virtualization, etc.) infrastructure (remote
o technologies o Enhancement of data center access, wireless access, et
% 0 Bringing or maintaining (improving bandwidth between | o Adoption of new
O systems in compliance servers and SAN, improving technolaies (telepresence,
@ with architectural backup and recovery, server messaging convergence,
<N standards consolidation, etc.) IPVG, etc.)
< 0 Bringing or maintaining systems | o Bringing or maintaining
© in compliance with architectural systems in compliance with
standards architectural standards

Table 11: Infrastructure Portfolios

Application Portfolio T Includes the sulportfolios for Critical Business Systems,
Business Systems, General Purposdedys, and General TaSystems New systems

are added through projectall projects are reviewed by the Agency Prioritization
Steering CommitteAPSC); projects with total investmentader $3M areselected and
prioritized by the APSMased on relative business valubko3e projects with investments
greater than $3M are forwarded to the Agen
for funding. The Application Portfoliccoves:

o Implementing minor or major sevare upgrades

Managing systems implemented as Software as a Service (SaaS)

Applying system or security patches

Implementing planned new features to meet business needs

Addressing user requested changes to meet emerging business needs

Correcting bug®r erroneous computing conditions

Implementing annual changes such as tax code changes

Implementing expense Projects for major system changes

Implementing potential Capital Projects for delivering new functionality
Maintaining systems ioompliance wit the enterprise architecture

Retirement and/or disposition of systems

O 0000000 O0Oo

1.1.1Critical Assets
Critical IT assetsare definedy the functions they suppahdbr their availability
requirements A critical system supports one or more of the following:fiams:
1 Real time or preschedule transmission or power scheduling
1 Hydro operations

! Criteria for Determining Critical Business System Designa®oApril 2010, Official File
NJ-6 (IR-11-12)
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1 Marketing (ckal capture, day ahead trading)

1 Short term forecasting, planning and loads
The critical IT services include network, email, telephone, and DNS senAcesstical IT
service has a 24xdvailability requirement and supports the abfurections on an hourly
basis. Using theseriteria forcritical business servicethere are 20 criticddusinessystems
and 4 critical IT servicesFor a listing of the 20 ciital business systems, see chapter 6
Application Portfolio

Thecritical business systensecontainedn the ApplicatonrPor t f ol i 06s Cri ti c a
Systens subPortfolio. The Network Portfolio contains the network, telephone, and DNS
services.Emaili s i n t he Ap psGenera Busimess syfpdfolio.f ol i 00

1.2 Objectivesof this Strategy

Thegoalof t he Agenc yidtse makimizeahte lorgedrn aperatiang and
economic value obur assets.This goal is accomplished by ensurigsets operate efficiently
and effectively and provide the capacity and capabilities needed tdhestt and safety,
reliability, availability, adequacy, environmental, security and other standmgsig to
minimizetotal economic costaver the log-term The Information Technology Asset
Strategy has developéaur goals covering IT assets that aligith the Agency asset strategy
and span the four IT asset plans.

1.2.1Information Technology Asset Goals

1. EnableBPA to reliably and securely, eccordance with Federal and Industry
regulations and laws, use t&sources to effectively and efficiently perform work while
maximizing utilization ofiT resources(ITAG 1)

2. Optimize total cost of ownership by balancing the costs of new investments for
upgrades and replacements wathgoingopeaations and maintenance cost$AG 2)

3. Strike a lalancebetweereachindividualb usi ness uni t 6s ammedi at
overall BPAstrategic objectives by delivering flexible and extensible assets that meet
current objectives and can be leveraged to meet future strategic business objectives,
resulting in reuced future delivery times atehst total cost of owarship.(ITAG 3)

4. Institutionalize Operational Excellence through the adoption of maturity models to
drive continuousmprovanentprocessegractices, and service deliveiy maximize
the valie of our IT assets and to redube cost of operations and mgnance(ITAG
4)

These goals are mpedin each oftheIT subportfolio category chapters, to the spdirtfolio
strategies.

1.22 AssetSustain Rates

Infrastructure assetse refreshed ased on a combination of 1indu
desire to optimize value in its investment. As a rule, BPA maintains hardware one to two years
beyond indusir best practices Although this approach does incre#fserisk of failure in the

latter year of operationkistoricallyt hi s has not had an adverse i
Critical systems are redundant by design, reducing the risk of operatisngitions. The

increases in replacement costs from hardware failure in the year leading up to a refresh cycle

are offset by lower operating costs provided by maintaining environmental stability, allowing
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BPA to optimize the valuef its investmentsandkeeping the overall total cost of ownership
lower than adhering strictly to industry recommendatiorable2.2 shows the refresh rates
forBPAOs maj or i n f.r\esliscuss aut refresh ratassasdestraegletail in
section 2.4.

There isnot astandardizedefresh schedulfor IT applicationsystems We maintaindT
applicationswhile the systems continue to meet business needs and are cost effective.
Upgrades and replacements are consideistetionary and are either expenseayitd
projects. Delivering and supporting automdtbusinessystemsaccountdor approximately
40%’ the annualT capital budget and0% of the IT expense budget. New automated
businessystems result in new support contracts, new opesafionaintenance @sts, and on
going enhancement costs.

1.3 Strategic Challenges

IT at BPAfacesa number othallenges, whickan begroupedinto the followingbins:
complianceRate of Gange in IT andStrategic Partnership:

Compliance Rate of Change in IT Strategic Partnership
1 IncreasingNERC-CIP Regulation 9§ Rate of change in IT, changin  Aligning IT and business objectives
1 Rising barfor Security roledskills 1 Developing frategies to address agin
0 ImplementingSCOAC 1 Rise of Cloud based solutions  applications/businesystems
o Implementing SANS Top 20 1 Hardware coreusstain 1 Adoption of Software as a Service
0 Evolving threatd especially transitioningfrom capitalto (SaaSkolutions
awareness to grid operations expense 1 Evolving use of capital and expense 1
1 Federal Guidance 1 Transitioning to workload provision solutiongnew assets)
0 Implementing CAM/HSPD-12 basedstorage 1 Prioritizing development and
0 ImplementinglPv6 9| Consumeization of IT deployment of new assets (business
0 Transitioning toTrusted Internet (managing smart phones, solutions) based on Agency value
Connections (TIC) tablets, and other consumer  { Establishing business boards to
1 COOP and Disster Recovery products) prioritize enhancements

We discusshtese challenges in detail in the oxew and the chapte covering eachsset
category. Howevelt is important to note thatvo areashardware core sustain and Saal
prove to be challengén outyear budgeting for capital and expenstardware costs have
been dropping with many items (such as sexvedividual bladesandmostnetwork
switches)approaching ofalling below the threshold farapitalization putting additional
pressure on expense budgelse details of drivers and impamt capital and expense
programsare discussed in each of tindrastructure chapterdn adifferentvein, it is not
always know in advancevhetherSaaSwill provide theoptimum businessolution for a given
project when programming oyear capital and expenseguirements Since SaaS solutions
cannot be capiteded (no tangibleBPA owned assgiwve may have programmedpitalwhen
the project maynsteadneed expense funding hese challenges could introduce ug i®%
uncertainty level irtapital and expensequirements in a given yearhis uncertainty igot in
the combind yearly budget requireme(dapital and expensejther in if we have over or

2With the completiorof major infrastructure projects in FY2014/FY2015, we expect capital requirements to drop
substantially with business systems accounting for 75% or more of capital expenditures
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under programmed for capitat conversely expensé&Ve will need to identifystrategies that
will allow us to handle this yearly uncertainty in capital veesxsense requirements.

1.4Major Elements of this Strategy

We are shifting the emphasisair asset strategy from being hdauilted toward achieving
efficiencies tahe combination of becomingmore effective strategic business partner and
leveragingechnologyto achieve both business efficiencies and cost efficiendigshave
beenable to contain expensxpenditures welbelow the rate of inflation and the cost of new
contractd from FY2005 to FY2013 This cameat the cost oflelaying improvemetsand
innovationswith some criticism that IT was ntlie effective strategic partner the Agency
needed apartner whoséundamental purpose is provideand maintain automated business
solutions In FY2011,we began to change ofocus tostrengtherieveraging technologio

drive efficiencies Table 2.1 provides a listing of top industry IT innovation trends and our
alignment with these trends. From this table we see that we either strongly align or align with
13 of the 16 major industry initiatige By leveraging these trendse are projecting to control
our growth through FY20Z7leveragingechnologywill help us control our operations cost as
we explain in detail in the chapters covering our infrastructure asletsgver these
innovationsare primaity on the infrastructure side of our asseis area we need to develop
is leveraging and delivering a greater degree of innovation to our business clients.

We are now working to become a more effective strajggimer, whickentails workingwith
the various business units to understand their future needs, transitioning from a reactive order
taker to proactively shapirtigh e A gfeturecbysinesss automation environment.

Each of these IT Portfolidsasits own unique challenges, riskynstraints, and need for
methodological improvementsVe discuss these issuesdetail in the chapters covering each
portfolio. Here weprovide a brief discussion ofthei s ks col | ecti vel.y f aci
High-level risks are discussed iBhapter 2 and presented in Table®2.3

Since theelease of thereviousstrategyin 2012 three high level risks (R1, R5, andR®&m
the FY2012 Asset Strategy) haveen eithemitigated to acceptable levels or are no longer
risks New risks have beedentified anddocumented iTable 2.3 R8 addresses changing
regulatory requirementssociated with proactively protecting the IT environment fitoen
challenges of emergirand evolvingsecurity threatsR3-R4 refer to a combination of
pressures ITaceghat include the need to link the operasandenhancemerdosts of

3 Figure 2.1 shows that from FY20®52012, actual IT expense expenditurdsbelow rate of inflation and new
contracts, resulting in a net savings of $42M during this period, as reported in the FY2012 IT Asset Strategy.

* Longer term projection are problematic due to uncertainty in system software costs and the degree ard speed
adopt cloud based solutions which require expense to implement and then annual service fees.

Note: We are using the Agencyds standardi ze
comparable to other Agency eXmmrseandcapitd ks; howe
progr ams are each | ess than 4% of the Agen
category impact (impact $106k$M) can have a large impact on an individual IT Asset

Category.

®R5 and R6 speak to completing our key project ofaatter and desktop virtualization. R1 speaks to the
difficulty in realigning capital and expense in a given operating year.

2/18/2014 PageB of 106 ?




B ONNEV I L L E P O W E R A DM I NI § TR AT 1 O N

2/18/2014 FY 2014 BPA IT Asset StrategyPlan

automatd business assets withe value theyprovide tothe business. Today, there is a
disconnect in the sense that busingsssare realizing the benefits without a direct geation
to the ongoing IT cost of supporting these systemore detagddiscussion of these
challengess presentedn Chapter2.

1.4.1 COOP and Disaster Recovery

Critical assets (see section 1.Iniyst meet Continuous OperatsilcOOP)requiremert.

Our noncritical business assedtso have return to operation requirements after a major event,
commonly referredio asDisaster Recovery (DRyyhich rangdrom hoursto up toamonth

Each of the four major asset portfolicentainsavailability imgrovement initiativeshatcanbe

and are beingveaveal intoa combined strategy achieve and meet both COOP and DR
business requirementdlany of the assets currently ior planned to be delivered, into the

four major asset portfolio are contributingthe Age n & gvérall COOP and DR capabilities
Examples include providing vaoover IP services to the MunBzheduling Center, providing
virtual desktop recovery capabilities at odtehnate Data Center (ADC), ateleraging

myPCto provide remote a@ss to networkervices during major event®ur System Life

Cycle (SLC)requires new projects to identify and address COOP and/or DR requirements to
ensure we are delivering assets that rbasinessvailability and recovery requirement§o
bridge thegap betweewur currentbusiness systesndisaster recovery capabilities and future
capabilities baked into the SLC, we will be undertaking a Business $/Bisaster Recovery
(BSDR)project in the FY2015-Y2017 timdrame to deliveDR unified and comphensive
capabilitiesfor ourlegacy systems.

1.5Results to be Achieved

We are in the preliminary stepsiaiplementing alualstrategy ofeveragingeechnologyto
achieve efficiencieand becoming a proactive strategic partner to the business Nragar
infrastructuremilestones we expect to hit in FY2014 and FY2015 include completing the
migration to our virtual desktop infrastructyreyPC project) and migration of our general
business systems to a consolidated and virtuatiagatenter (IVC projeér In addition to
aiding in the controlof Office Automation costs, we will be able to leverage myPC to expand
our telework capabiliti€s OurmyPC environmenwill enable staff to use their own mobile
devices to access network resourcesabling Brirg Your Own Device (BYOD) The myPC
project will also move us tamorecurrent desktop operating system (Windayscurrent
office suite andmore recenbrowser (see thehapteron Office Automation for more details)
The IVCproject will move us tanore current operating systems and database versions on
consolidated and virtualized servers. Both myPC and IVC are inténdieeerag innovation
to deliver an agile and elastic environmenith lower overalloperational costs.

We have begun to stremgin the partnership between business lines ata h€lp develop
longertermstrategies and roadmaps for our business systems. The Business Enterprise
Services Strategy team is developing a strategy and roadmayr forajor Human Capital,
Finance, Con#cts, Billing, Transmission Asset Maintenance, Project Planning, and Supply
Chain systems (see chapter on Application Portfolio for detdilsg roadmap is expected to
be completd by first quarter inFY2015 and will address wheareplace or refresh @

"myPC can also be leveraged to ensure desktop services and access to network resources during COOP or disaster
recovery events
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systems. For example, the roadmap adtiressvhen to replace ouilling system (system

will be out of support in FY280) and futuredirection for our ERREnNterprise Resource
Planning)system which is approaching 15 years in servicable 1.3 higlights major

initiatives we are planning over the upcoming years and will be updated as we complete our
business strategiel1 addition to identifying refresh and replacement dates, the strategy will
also examine how to leverage and usasedr underusd capabilities in our existing

enterprise systems prito implementing new systems.

SinceFY2010,the Work Plan portfolid sapitalhas beemveraging about $40 annuallywith
approximately 40%of the capital progranibeing usd to modernizeand expanaur
infrastructurecapabilities(see Chapter for detail3. The majority of our program is used to
deliver new business capabilities or to improve business capabikigsre 7.1 showshe
delivery of new systems based on our capital program and Hdlshows the actual and
expected benefisom these new systems.

Ourmajor infrastructurenodernization projects are expectedéxompletel in FY2015

(although we will starsmaller modernizatioprojects likestrengthening our Backup Services).
With the completion of the major componentsnfifastructure modernization, coupled with
applying IT capitalization rules, we expect to see a shift from a need for capital to expense to
maintain our infrastructure in the out yeaksowever, we are facing gertainty inwhether

capital or expense will bequired for hardware refreshe®é chapterd and 5 for details on

these uncertainti¢s At the samdime, we will need to either upgrade or replace several key
and large systems. A summarynodjor initiatives and associated costs are prieskin Tables

1.3 through 1.5.

IT is working to establish and implement Asset Plimseach IT asset categaiy support the

IT Asset Strategy. Our commitment to the continued maturing and use of Asset Plans can be
seen in the integration and use of Asset Plans to drive our planned work for system
enhancements.

To support our Asset Plans, and the management of our assets, we are in thedostgiges

of rolling outmetrics that will inform us of # state of ouassets as well dkeir level of
performance, both in terms of meeting custon
component of our metric plan includes our participation in UNITE. UNITE is a consortium of
twenty utilities from across the nation eggd in benchmarking the performance of IT

operations and practices with the intent of aiding members in understanding their performance
against their peers and to identify areas that can be improved.

We completed our initial benchmarking cycle with UNIifEearly 2012 utilizingcY 2011 data.
We intend to leverage our benchmarking work with UNITE to formalize our metric collection
program and in doing so incorporate key UNITE metrics and methodologies. We used this
past cycle to establidiiy 2011 as a babee for several key metrics. This adoption of UNITE
metrics and methodology is reflected in changes we are making in our IT Asset Strategy
Performance Indicators. This is the ideal time to make these changes as we are in the initial
stage of implementmthese metrics. We abeginninganother benchmarking year with

UNITE, starting2"® Quarter FY2014, andill start to collect and report metrics to UNITE.
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We expect to see results from the consortium membeFyf2013 by the end of thé®3
Quarter FY2Q4.

1.5.1Summary of IT Performance Indicators (ITPI)

ThisisJ]6s second reporting period after establi
status of each indicator isformative, the true value fdrcomes in the analysis of the trend of

these indicators over timelhe trend will allow us to determine how our strategies toward our
assetareor arenot meeting our objectiveand will provide us insight to where we need to
concentrate our resources or rethink our strategy.

These perforrance indicators show that in the second reporting period our strategies to contain
operations and maintenance &dstlow inflation (and new contract ce$tom moving new

systems into production) are workjrags shown by ITRL, ITPF3, ITPI-10. However,ITPI-7

slipped to red duto project delay in implementation of IViCour project to consolidate and
virtualize our norcritical business system$Ve will not realize all our expected cost
efficienciesfor Data Center Maintenance and Operationsl we completeour system migration

as part of IVC We do have some voice network componemsvate branch exchanges (PBX)
and the voicemail systenthat are beyond their end of life which is driving 17810 red for this
reporting period. The voicemaystemis scheduled to be replacedthe second quartef

FY2014 by leveraging Exchange 2010. The PBXs are scheduled to be replaced as part of the
network modernization in FY2015Y2016 This indicator will remain red until the PBXs are
replaced Software utilization collection was suspded during the retbut of myPC (our virtual
desktop infrastructure)n light of not having the appropriate toalsd available staff (staff
resources are focused on deploying thin clients and refreshing laptopss&tmpd}o colect

and report on this measurewl | continue to report red until yC is fully deployedy FY2014

Q2
Status | Status

ITPI-1 | Average Personal Computing Device Cost
ITPI-2 | Software Utilization
ITPI-3 | Enterprise Printing Costs
ITPI-4 | Network Utilization
ITPI-5 | Network & Voice Operations and Maintenance
Status
ITPI-6 | Physical Windows Server Consolidation
ITPI-7 | Data Center Maintenance Operaions and
Maintenance Growth
ITPI-8 | Server Operating System Configuration Monitoring
ITPI-9 | Ability to Enhance Systems
ITPI-10 | Operations and Maintenance Growth

Table 1.2 Summary Performance Indicator
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1.6 Spending Levels

We have reshaped oexpense and capital budgets to accommodate infrastructure refreshes
with the anticipated shift in the use of expense for infrastructure sustain prajetts/stem
upgrades.We are also anticipi;ag more Software as Servicesolutions in the ouyears

which will require expense instead of capital funding

When compared tthe 2012 spending profile, theombined capital and expens¥2014
FY2023 funding profilas lowerand includes drop in the capital profile aha nisein the
expense budgefThe current funding profiléor FY2014FY2017 is 8.6V lower than the
funding profile proposed ithe2012planning cycle(Table 1.3) The capital profile also
reflects that IT projects with total investments greater $&w will need to compete at the
agency level beginninigp FY2015 and all noisustain IT projects will need to complete at the
Agency level beginning in FY2018.

Given the rapid rate of change in Boupled with emerging business and compliance
requiremerd, there is uncertaingssociatedavith the proposedundingprofile. These
uncertaintiearediscussed in detail in the Overview chapter and eatle asset portfolio
chapters. As a result of these uncertaintiesare presenting a target, a highd a low
funding profie in Tablel.4. Figure 1.2 displays the funding profilea high level summary of
these include:

High Capital Profile scenario:

T

Low Capital Profile Scenario:

Materials and contract labor costs escalate f Adoption of larger number &fubscription
significantly higher rate than inflation rate
forecas

Equipment failure rates escalate such that
replacements must be accelerated
Requirements to meet regulatory complianc
may materialize sooner than expected
Resources required to complete planned
initiatives may be significantly

basedsolutions(SaaS}han planned will
require increase in expense requirements a
corresponding reduion in capital
requirements

Cost of hardware items (e.g. servaas
approaching capitalization threshold and m.
fall below threshold requiring expense inste
of programmed capital funding

undeestimated due to imature data

FY2014 | FY2015| FY2016 | FY2017 | FY2018 | FY2019 | FY2020 | FY2021
Expense | 79.0 83.2 85.0 86.6 88.3 84.0 84.0 84.0
Capital 43.0 420 43.0 44.0 45.1 45.3 45.3 45.3
Total 122.0 | 125.2 | 128.0 | 130.6 131.7 127.6 | 129.3 | 129.3

Table 1.3:2012 Planning Cycle IT Asset Capital and Expense Projections ($M)

| FY2014 | FY2015 | FY2016 | FY2017 | FY2018 | FY2019 | FY2020 | FY2021 | FY2022 | FY2023

Target Funding Profile

Expense | 79.0 85.8 87.3 87.6 89.4 91.6 92.5 93.9 97.3 99.3
Capital 43.0 31.2 328 25.4 10.0 5.0 25 12.0 4.7 6.5
Combined| 122.0 | 117.0 | 120.1 | 1130 99.5 96.5 95.0 105.9 | 102.0 | 105.8

Table 1.4 2014 Planning Cycle IT Asset Capital and Expense Project®($M)
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Figure 1.2: Combined Capitll and Expense Funding Profile

Table 1.3 depicta summary ofthe major initiativesiriving our funding profile Each asset
category has a similar table showing in detail the initiatives for that category. Given the
planning horizoncoupled with the rapid pace of technology change jnihdre is uncertainty
in the timing and speed of execution of these initiatives. This uncertaintynarafestin

shifts in spending between yeashifts between capital and expensguirements, and funding

levels as shown in Figure 1.2.
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Portfolio FY2014 FY2015 FY2016 FY2017 FY2018 FY2019 FY2020 FY2021
Office Complete Fleet Tablet Expansion| Tablet Tablet Tablet Thick Client | Tablet Tablet Refresh
Automation | Refresh Expansion Expansion Expansion Fleet Refresh
Refresh
Introduce Tablets
Deploy Mobile Tablet Refresh | Tablet Tablet
Device Manager Refresh Refresh
Transition to Rugged Refresh
Managed Print Laptop General
Services Refresh Business
Datacenter
Datacenter IVC Refresh Complete IVC Storage Refresh Storage Refresh Exadata Refresh
Refresh Critical
Introduce Flash| Move email to Business
Memory Cloud Datacenter
CBS Refresh Transition Transition Storage Storage Storage Storage
Development to| Development to| Refresh Refresh Refresh Refresh
Cloud Cloud
DMZ Refresh Storage Growth| Storage Growth| Storage Storage Storage Storage
and/or Cloud Growth Growth Growth Growth
Analyze Backup | Refresh Backup
Services Services
Network Refresh abling Refresh Cabling | Fresh & Refresh field | -Refresh core
in Dittmar in Ross & Van upgrade devices (LAN/WAN)
Mall Firewalls devices
Refresh and Refresh and
upgrade IDS upgrade
Implement 2 Plan Upgrade Upgrade Firewalls
Factor login Network & move | Network & to
HSPD12 to IPv6 IPv6
Adopt TIC VolP Refresh and
Circuits Softphones upgrade IDS
MSC Phones
Application Enterprise Implement Implement Transition
Sunflower Application Enterprise Enterprise Enterprise Sunflower
Upgrade Study (ERP) Solution Solution Solution Upgrade
Asset Suite| Asset Suite
Upgrade Upgrade
Replace Replace
Customer Customer
Billing System | Billing System
Work Plan ICAM ICAM ICAM
ALF Upgrade BICC BICC BICC
Portfolio Portfolio
Management Management
ATC State Structured Data | Structured Datal Structured Datg
Awareness Management Management Management
AMS Cal & EE Central IT Service | IT Service
Reporting Replacement Management Management
Real Time Load | Powerflow Info Real Time | Real Time
Monitoring Storage & Power Power
Balancing Tool Management Management
EE Tracker TAS Lines TAPM TAPM
Electric Streamflow Power Power
Quarterly Model Constraint Constraint
reporting Replacement Management Managemen
Budget Business System| Business Business
Forecasting DR System DR System DR
Table 1.5: Major Initiatives (blue sustain, red compliance, green expand)
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1.7 Future Asset Strategy Enhancements

We will continue to evolve and mature our asseteratAs part of this evolution, there are
several areas thave have just begun to work onotever, we have not developed these areas
sufficiently to includeghemin our current Asset StrategWe expect the following areas to be
developed and included our FY2016 Asset Strategy.

1 Treating Information as an Asseas an asset categoryhe volume and velocity of our
data growth is exposing problems with data quality, maintaining data, improving
accessibility, and the cost of storing and manadatg At the same time, our business
processes are becoming increalirdata driven.This convergence of drivers is
causing ugo rethink ourapproach towardata and to consider treating information as
an Agency asset in order to ensure reliability, sgguavailability, quality/cmsistency,
and to control costassociated with Agency information to include both structured and
unstructured data.

o Improving data quality through data governance

o Creating a BPA Common Information Model (CIM) through adapand
extending industry standards based information models such as the IEC
Common Information Model for Transmission services

o UsingCIM to reduce integration costs and facilitate our Service Oriented
Architecture (SOA)

o Facilitating the rollout of self seice Business Intelligence (BI) and data
analytics

0 Supporting Information Governance and Lifecycle Management (IGQLM)
aligning with federal regulations on eDiscovery, protecting Personally
Identifiable Information (PIl), and records management

1 Maturingour Enterprise Architecture Practices: Enterprise Architecture practices will
become increasingly important in ensuring we apply our resources to meet Agency
objectives. This will lead to maximizing our investments in our current assets and
delivering coseffective solutions, with the potential deliver future solutionsThis
initiative will primarily impact the PMO Work Plan and the Application Portfolio.

o0 Maximizing our investments in our assets by ensuring we leveraggmexi
capabilities (or exteththen) prior to buying new systems

o0 Rationalizing our system/application portfolisinimizing redundant
capabilities

o Ensuring the capital project portfolio is spanning and addressing Agency
initiatives/goals and risks

1 Workforce TransformationThe roleof IT is evolving while at the same time our
workforce is aging (the median IT worker age at BPA is 52 years) with an expectation
of up to 33% othecurrent federal workforce retiring in the next 5 yeaFrs.ensure a
stable workforce with the right sksllto maintain our assets, we will need to ensure our
IT Asset Strategy and Workforce Strategy stay align&e. will also need to ensure
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our solutions align with younger workforce expectations for business automation
capabilities. This transformation wiltut across all portfolios.
o Shift from Builders to Integrators
A Shift from on premise solutions to cloud based solutions
A Buy first, build or customize second
A Orchestrate the services to meet the business needs (put it in the cloud)
o0 Ensure technical solutis (assets) remain aligned with workforce expectations
1 Service TransformationT will need to evolve and agato create and manage a more
flexible automation environmenthis transformation ranges from a shift from
traditional on premise solutions ttmad based solutions to giving end users greater
control to seHselect and implement solutions from a menu of optidrigs
transformation cuts across Office Automation, Datacenter and the Application
Portfolios and will encompass:
o Enabling self service
A Application Store
A Menu of standardized device form factors (e.g. smartphones, tablets, laptops,
workstations, etc.)
0 Adopting cloud based solutions (from laaS to SaaS)
o Enabling BYOD
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2.0Information Technology Asset Overview

This chapter presents a coligetoverview of the information technology assets, providing a
high-level assessment of the status of these assets, the organizational goals for these assets, and

the highlevel risks confronting these assets and our asset strategy. Subsequent sdkctions wi

cover each asset categorydietail.

The F2014 IT Asset Strategy has several significant shifts from the FY2012 Strategy. These

include shifts in our approach toward our assets and the services they provide, and our funding
requirements. The main $#siin our funding requirements include:
1 Increased emphasis on leveraging innovation in IT to meet business needs while controlling

costs

1 Strengthening alignment between automation investments and Agency strategic initiatives
1 Increased need for expenselaaduced need for capital
o Future infrastructure projects are projected to need more expense and less capital due to

a combination of individual component costs and capitalization rules
o0 Anticipation of increased number of systems that will need major degraequiring

expense funding instead of capital

oAnticipation that
cloud first guidance), which would result in requiring expense funds to implement

instead of capital funds

Taking the faatrs impacting funding into account has resulted in a reshaping of the IT capital

more solutions wil/|

us

and expense spend profile (the impact of these factors are covered in detail in this chapter and
individual asset category chapters). Figure 2.1 shows the reshaped spiadfimifre2.1a
reflects what we anticipateur capital and expense requirens will be; however Figure 2.1.b
reflects our funding level. The differerscgre: beginning in FY2015, IT projects with
investments above $3Mill need to compete at the Agey level for funding, and beginning
in FY2018, all IT nomsustain projects will need tmmpeteor funding at the Agency level
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As discussed in chapter 1, and shown in Figure 1.2, there are uncertainties associated with the
target funding levels. If all of these uncertainties where to fully manifest on the high side in
each year, then the High Spending profile wdaédb27.1M higher than the FY2012 spend

profile for FY2014FY2017. Conversely, if all dhe uncertainties were to manifest on the

low side then the Low Spending profile would be $60M lower than the FY2012 spend profile
for FY2014FY2017. These represdmunds and we do not expect the uncertainties to occur
solely on the high or low side. The uncertainties, both high and low, are discussed in detail in
each of the asset category chapters.

Changes in our approach to our assets and the services/¢egsatibiéy provide include:
1 Differentiating between core vs. naore assets and services
1 Increasing emphasis on innovation to:
0 Reduce infrastructure operational costs
o Provide business solutions
1 Reducing the number and amount of infrastructure project&(sspending) and
increasing the resources we allocate to meet business needs (discretionary spending)

We have begun to adopt a process of

ol : T A Core IT Assetdelivers a service or capability that
thinking about services and capabilities differentiates BPA in the market place by meeting one or

we ? ut o ma t e ln ter more of the following conditions: Uniglyeprovides BPA a
BPAOGs mi s s i ahesame & g competitive edge: Enables the marketing of services and
the critical business classification. products at a lower rate; Manages the Federal Columbia|

Critical business classification refers to | River System, including power generation, power
stringent availability and RTO scheduling, power transmission, or transmission schedul

- ts. Al fi f critical Enables BPA to meéts responsibilities as a Balancing
requirements. A large portion of criticall ayhority: Manages fish/wildlife obligations; Is required b
business systems will also be core regulation

systems; however, there are rwitical
systems that a v e adesigoadian.e The reason we are adopting the new core classification
is to be able to prioritize investments, work, and resources around what is fundamental to
enable BPA to achieve its strategic business objectives and fulfill its mission.

Our past intense focus on cost efficiencies has severely limited exploring new technologies
outside of specific capital projects and delayed the implementation of many general service
innovations innovations that span more than one business undther words, we have been
experiencing a competition between cost efficiency and innovation with cost efficiency being
favored over innovationHowever, n the recent years, IT has begunrémsition from its

intense focus on cost efficiencies to a camkion of leveraging innovation to transform BPA
and using innovation to continue to achieve efficiencies

We have already begun to leverage innovation through our infrastructure capital projects to
help deliver future cost efficiencies. When we complaeeprojects in our Infrastructure

portfolio with the Top IT Projectdn Table 2.1, we see that we are aligned or strongly aligned
with 13 of industrydés 16 top projects. We a
industry is seeking to leveragmerging and evolving technology to improve performance
while reducing ouyear operational costs.

8 onathan Feldman, fACredibility Probl emod, I nformati on
technology professionals, March 2012.
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Top IT Project

BPA Alignment

BPA Benefit

Improve Security (24%)

Strongly Aligned

Provide secure and reliable operations by continuously evolvir
meet emgging security threats.

Increase server virtualization
(23%)

Strongly Aligned

Control and reduce datacenter operatl@ostsby reducing the
number of physical servers and increasing the ratio of servers
administrators.

Upgrade network
infrastricture (17%)

Aligned

Maintain reliable and secure networks. Transition to IPv6 to
comply with OMB directive planned for FY2015Y2016

Upgrade storage
infrastructure (17%)

Strongly Aligned

Control escalating cost of storage through thin provisioninggedie
storage, and targeting storage solutions by workload.

Build or improve big data
analysis system (16%)

Aligning
(start in FY2014)

Reduce reliance on IT staff to develop/modify reports. Enable
business to access dasaddiscover trends and assoais in
orderto shorterthetime to make business decisions.

Adopt or increase use of
public cloud services (13%)

Aligned

Control and reduce cost of operations and/or services through
reducing staff or avoiding staff increases and avoiding or redu
infrastructure costs. Increase speed of solution delivery. Com
with federal guidance to consider and adopt clbaded solutions

Deploy or upgrade enterprisg
ERP system (13%)

Aligned (strategy
being developed)

Provides prioritization of changesERP systems to meet
evolving business needs. Moves toward optimizing cost
expenditures on ERP systems.

Deploy virtual desktops
(12%)

Strongly Aligned
(55% penetration)

Align process and industry practices to deliver secure, reliable
services at a loar cost of ownership. Leverage technology to
provide superior services to enders.

Create Web apps for
smartphones, tablets, and P
(11%)

Aligning
(currently for PCs
only)

Provide cost effective common access to data and systems aq
multiple devces and operating systems by leveraging HTML5
CSS.

Deploy a private cloud
infrastructure (11%)

Aligning

Align processes and industry practices to deliver secure, reliak
services with lower cost of operation of the datacenter. Aligns
with servelvirtualization.

Upgrade wireless network
(10%)

Strongly Aligned

Increases organizational flexibility and resilience.

Deploy mobile device Aligned Align process and industry practices to deliver secure, reliable

management system (8%) | (investigating) services with least cost of ownership. Supports access from af
device, anywhere, at any time.

Launch or upgrade an Aligned SharePoint has been used as one of our collaboration system

enterprise collaboration The new collaborative featurgsthin SharePointontinue to

system (7%) drive the growth and usage of SharePoint.

Develop native apps for Not Aligned Seek to avoid complexity of maintaining and securing applicat

smartphones or tablets (4%)

across multiple platforms and operating systems.

Launch or expand IT service
initiative such as ITIL (4%)

Weakly Aligned
moving to
Alignment

Beginning to adopt maturity frameworks to provide continuous
serviceimprovementand to help control operatiahcosts.

Launch or upgrade an
enterprise social nebrking

platform (2%)

Weakly Aligned

As time permits, investigate and validate the benefits claimed
social applications.

Table 2.1:

TopIT Projects

Not all of these top IT projects will result in cost efficiencies. The top project, improve
security,represents some net new cost to the IT operations bu@getof the major initiatives

J will be initiating in FY2014 will be standing up and operating a 24x7 Cyber Security
Operation and Analysis Center (CSOAC), which will place an upward pressure @n th
operations budget from new staffing requirements. In a similar vein, IT will be updating both
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its external facing websites and internal network to IPv6 to conform to OMB directives. To
minimize both cost and disruptions from transitioning to IPR#, ¢hange in the network

protocol will be timed to coincide with a major refresh of network components and the move to
10Gb/s for the core network.

Through the infrastructure portfolio, J is using innovation and automation to drive efficiencies

to contol costs while improving serviceI he main drivers in the information technology
expense budget come from the Work Plandés dis
assets into the Application Portfolio along with new operations and maintenatge co

IT has begun a shift to a combination of balancing leveraging innovation to transform BP.
achieve business objectives, and using innovation to continue to achieve efficiencies.

IT is projected to have an increasing need for expense and adilegneged for capital.
Combined capital and expense Target funding levels for both FYR%2817 and FY2014
FY2023 are projected to be lower than in the 2012 IT Asset Strategy spend profile.

2.1Performance Objectives

We are transitioning from beingrimarily focused on achieving cost efficiencies in our IT
services (reducing and controlling costs) to a dual strategy that leverages technology to
continue to achieve efficiencies (both in IT services and business services) while becoming a
stronger stratgic partner in identifying and delivering the right assets (solutions) that enable
BPA to achieve its business objectives. We will discuss both aspects of this strategy in detail,
beginning with cost efficiencies.

2.1.1 Expense Performance
In FY2005BPA centralizednformation technologfunctions and services from multiplaits
acrosghe enterprisavith the mandate to reduce and contain the cost of information technology
through improved and efient management of informatidechnology assetsl'he
overarching strategy has been to drive costs out of infrastruaperationghrough a
combination of:

1 Reducing cost and complexity through standardization,

1 Adopting new refresh strategies,

1 Increasing automation of information technology tasks, and

91 Continuous process improvement.

Figure 2.2 shows that our approdws been successful in managing the maintenance and
operations cost of i n©ustrategy aof focnsing an adhieving I® gy 6 s
services efficiencies has sayBBA $42Mfrom FY2005to FY2012, as discussed at length in

the FY2012 IT Asset StrategyHowever, some of these saving came from delaying and/or

slowing down hardware refreshes.

° As measured from the difference between FY2005 actuals with yearly inflation plus new service contracts and
each actasr 6s
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Figure 2.2 IT Expense Actuals

We see a jump in our expense requirements betw¥2012 and FY2013, which is driven by a
combination of refreshing our personal computing devices after years of deferment (resulting in
a large increase in expense matecosts for laptopnd desktop computers) and absorbing the
new support costs of mesystems being delivered into production.

Figure 2.3 shows that in FY2012 we delivered 17 new systems into production, increasing to an
expected delivery of 23 new systems in FY2014. These 17 new systems delivered in FY2012
also brought a large jump the Application Portfolio support costs as can be seen in Figure 2.4.
As a rule of thumb, we are averaging an increase-goimg annual operatie®& maintenance
andenhancement costs of 5% of the original capital investment for new software systems
ddivered into production.

B Capital (SM)  =—#=Projects Delivered

60

50

$42.70 $43.00

$40.30

FY2011 FY2012 FY2013 FY2014 Projected FY2015 Projected
Figure 2.3Project Delivery and Capital Expenditures($M)
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565,000,000

%5,000,000

%$4,000,000

53,000,000

52,000,000 -

51,000,000 -

5_ -
FY2013 FY 2014 FY 2015 FY 2016 FY 2017
M Office Automation m Network M Data Center W Application
Figure 2.4 New Contracts and Operation & Maintenance Costs from FY2012 Projects

Returning to Figure 2.1, there is a large increase in expense funding from FY2014 to
FY2015. Drivers for this increase include:
0 Programmed operatie& maintenance costs resulting from moving 23 new
systems into productidn FY2014 (see Figures 2.3 and 2.4)
o Changes in network circuitse provide additional bandwidth ametwork
resilience and to align with DOE guidance to conform with Trusted Internet
Connection policy
o Cabling to phase out aging CAT 3 cabling and move to CAT 6a cabling to
support VolP and &®ver over Ethernet (POE)
0 Adopting Tablets
o New managed printer contratt
o Upgrading firewalls expected to now require expense due to lower server costs;
however, programmed capital in FY2012
o Planning transition to IPv6 per OMB policy/directive
o Refreshing BPAGs i nt er iiexpecteditotnew réqarg t e r n
expense de to lower server costs; however, programmed capital in FY2012

$70,000,000
$60,000,000
$50,000,000
$40,000,000
$30,000,000
$20,000,000
$10,000,000 .
S— - T T T T T T
FY2012 FY2013 FY2014 FY2015 FY2016 FY2017 FY2018
M Projects delivered in FY12  m Projects delivered in FY13  m Projects delivered in FY14  m Projects delivered in FY15

Due to deferring printer refreshes we have an extremely old heterogeneous printer fleet with a corresponding
high support costs, see Chapter 3 on Office Automation for details. Managed Printing is intended to be cost
effective solution to our ealating printer costs where we contract for both printers and support.
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Figure 2.5 Business Benefits for Projects Delievered in FY1EY15

Although IT is incurring new operational costs from delivering new sys(Eigare 2.4), these
new systems are creating and delivering business benefits. [New IT systems generate
Figure 2.5 shows the expected business value our Work Plar business value realized by tf
expected to generate by year. Although we have been matu| Agency and individual

our business cases over the last several years to improve | business units while IT incur
identification of the business benefits, until FY2013 we have | new supportasts. In other
implementeda formal process requiring the business units to | WOrds, new systems create
track and measure the business value over time. We are noj N€t New upward pressure o
requiring projects to not only identify business benefits, we aliN€ T expense budget.
alsorequiring a formal Post Implementation Audit Plan be put in place anddsafhkey both
the business owner and the IT Asset Manager. The audit plan documents the metrics the
business will put in place to measure the business benefits from the new'Sydteen

business owner will present a report on the business value to 8@ P2 months after the

system goes live. The IT Asset Manager will review business value metrics on an annual basis.
We are institutionalizing these practices through the SLC.

Since the majority of the infrastructure projects are primarily hardvwedmresh projects (core

sustain projects) the majority of business benefits are driven through the Application Portfolio.
Given that approximately 560% of the IT capital program (about $20M/year) is used to

deliver new systems to our Application Politip Figure 2.5 indicates that we should typically
recoup our annual investments through our business benefits ovleyeaB period (individual
projects may have shorter or longer periods). As we mature our business metric practices, we
will be able tomprove our ability to validate the performance from our investments.

Expense requirements are projected to increase due to a price drop in many infrastructur
hardware components (requiring expense instead of capital funding), increased adoption
cloud based services, and anticipation of an increase in new systems being delivered thrg
PMO Work Plan which will result in increased future operation and maintenance costs.

™ Currently metrics are only required for benefits greater than $150,000/year
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2.1.2 Capital Performance Strategic Priorities and Partnership)

We are ompleting several major infrastructure projects to modernize our infrastructure. This

is reflected in the percentage of our capital program we have been spending and are projected
to spend on infrastructure projects. Figure 2.6 shows capital infrasgacpping from 40%

to 20% of the IT capital budget. Our expectation is that infrastructure projects will constitute
15% to 25% of the capital budget in the-gaars. We are also projecting a drop in policy

commit funding with the completion of the Regal Dialogue (REV") related projects. The
consequence of this shift is that we anticipat&6% of the capital budget will be allocated to
discretionary projects to implement BPA strategic business value and meet business needs
while delivering new busess value to BPA.

Our business automation investments

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

can be viewed and classified in a num

il of ways. The infrastructure projects ar
il geared toward maintaining reliable ang
i secue services, and are typically

| classified as core sustain. A number ¢

projects are initiated to ensure BPA
complies with federal or industry
regulationsandthese are classified as
compliancé®. We also have a number
projects that are essential toetiag
policy commitments' made by BPA.

FY2009 FY2010 FY2011 FY2012 FY2013 FY2014 The remaining projects are discretiona
projects undertaken to achieve busine
Discretionary M Core Sustain M Policy Commitment B Compliance opportunities reduce risks. reduce
operating costs, or improve internal

Figure 2.6: Capital Funding by Investment Category

Classification efficiency.

Although we will be transitioning to largelysgretionary projects with our capital funding, IT

has a number of important infrastructure and-core foundational projects planned in the
FY2015FY2017 timeframe, as well as potential compliance project(s) to align with NERC

CIP revision 5. The infraucture projects include transitioning our network to IPv6 and to
10Gb/s core and implementing a Business System Disaster Recovery (BSDR) capability. Both
of these investments are included in Table 2.2.

BSDR capabilities will come with new support sdg@ments and most likely new capital
requirements. It is still early in the planning process to determine which solution we might

12 The Regional Enterprise Value (REV) program was a collection of 14 IT projects that were neededro sup
implementation of standardized-g6ar power contracts (called Regional Dialogue contradisg¢se longerm

contracts tied BPA power rates to calculations using a Tiered Rate Methodology (TR®IREV program

managed 14 IT projects that were traglkand monitored individually.

13 Compliance projects are investments to achieve compliance with directives, orders, or contracts within 3 years
14 policy Commitment projects are investments required to fulfill commitments made by BPA within 3 years
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select. We have identified at least three alternatives: (1) Cloud based solution (expense
required and unknown at this tipn€2) Relocation of our Test and Integration Environment to

our alternate datacenter to serve as a failover site during an emergency (estimate of $2M in
expense and $5M in capital); and (3) Build out failover capabilities at alternative datacenter

(up to$13M in capital). These alternate approaches represent sufficient differences in funding
requirements and account for a good deal of the range between low and high capital in FY2016

and FY2017.
. . . . FY FY FY

Core Sustain Capital Target, High and Low Funding Levers 2014 | 2018 | 2014
CAP FY FY FY FY FY FY FY FY FY FY 2017 | 2023 023
($K) 2014 | 2015 | 2016 | 2017 | 2018 2019 | 2020 | 2021 | 2022 | 2023
Target
Cap 15,967 | 6,240 | 11,800 | 8,386 | 10,036.0 | 5,036.0 | 2,500 | 12,000 | 4,736 | 6,536 | 42,393 | 40,844 | 83,237
High 15,967 | 8,640 | 15,800. | 10,386 | 12,446 | 6,036. | 3,500 | 12,000.| 4,736 | 7,536 | 50,793 | 46,254 | 97,047
Low 15,967 | 6,240 | 3,800 | 3,386 | 10,036 | 4,036 | 2,500 | 2,000 | 736 | 6,536 | 29,393 | 25,844 | 55,237

Table 2.2: Core Sustain Capital Profile

In addition to core sustaprojects, IT is looking to initiate some foundational capabilities.

The first is developing a BPA Common Information Model (CIM) based on industry standard
CIM. The intent is to create a logical data and service map for BPA functions to aid in data
standrdization, improve data quality(data accuracy, completeness, and synchronization), aid
in system integration, and enable smdfvice business intelligence(Bl). The second initiative

is to establish a Business Intelligence Competency Center (BICGjilitafa seltservice Bl
through establishing tools, practices, and competencies

As we transition to a majority of discretionary investments, we will also review our investment
portfolio to ensure that the investment not only meets individual busings®usi needs, bu
meets BPAwide priorities. We will use several technigues to help us assess the effectiveness

of our portfolio. One technique is shown in Figure 2.7, where we have mapped how each new
investment in our FY2014 portfolio contributesieeting BPAwide objectives through a

combination of addressing a BR#ide risk, goal, Key Agency Target, and/or Cross Agency

Target.
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Figure 2.7 Map of Investments/Projects to BPAPriorities

The capital program is transitioning from large investments in infrastructure and policy cg
(with a high of 60% of capital funds) to discretionary expansion to meet business needs,
from a low of 40% to an estimated-88% of capitaspending, and delivering measurable
benefits to BPA.
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2.2Infrastructure Asset Refresh Rates

We refresh oumfrastructure assets based on a combination of industry best practices and
BPAG6s desire to opt i miazue, BPA mantinsihardware agneto n v e st
two years beyond industry recommendations. Although this approach does increase risk of
failure in the latter year of operations, in a practical sense this has not had an adverse impact on

BPAOGs envi r on me nidfrastructur€ r | Refre6ha| Last Major Refresh Date

systems are redundant by design,  Category Rate

reducing the risk of operational | S€"vers Syears | FY 2014 ,
Storage (SANs and | 5 years FY 2013 Replace at end of life

disruptions. Théncreases in

Fabric)

replacement costs from Desktop Syears | FY 20145

hard_vvare failure in the year Laptop 5years | FY 2014

leading up to a refresh cycle are Thin Clients 7-10 years| FY2013/FY2014

offset by lower operating costs | Tablets 3 years Begin deployment in FY2014
provided by maintaining Network Printers 5years’ | Move to Lease in FY2014
environmental bility, \'fvei:gg;';d;g\'ﬁfss 7 years Eizzooloss Field FY2013
allowing BPA to optimize the Cable Plant 14 years | FY2009 Headquarters

value in its investments,
keeping the overall total cost of
ownership lower than adhering
strictly to industry recommendation¥able 2.35 h o ws
infrastructure assets.

FY2010 Ross ComplefPartial)
Table 2.3; Hardware Refresh Schedules

the refresh rates

Prior to FY209, BPA scheduled annual refresbf its infrastructure assets. For example, our
target for refreshing our fleet of workstationas20% each year. Due to a number of
pressures, including meeting expense targets, we have failed to consistently rtergetar
for infrastructure refreshes. Agesult, we reexamined our approach to infrastructure
refreshesand hae adopted a planned complete refresh of an asset infrastructure category (e.qg.
server, desktop, net wor krate(tbidistermed a farklierdfreshn t h e
seeTable 3. For example, every five years we will refresh the desktop fleet of personal
computers. As part of the refresh, we will implement new operating systems and upgrade the
base image components (i.e. ©fiSuite, web browser, etc.). This approach offers the
following benefits:

1 Reduces disruption to operational environment

1 Maintains a highly homogenous and standardized environment which reduces

operatioml costs

1 Maximizes hardware discounts through higiume purchases

1 Optimizes total cost of ownership of infrastructure assets
Drawbacks to this approach include delays in taking advantage of hardware innovations.
Hardware devices do fail between refresh cycles, with the failure rate increasing toward the

15200920010 was last major refresh of SANwve have begun adding new devices in 2013 as part of the IVC
project

18 Only replacing units that fail since 2007; however, number has increased due to delay in deploying Windows 7
We are planning a transition to nzaged print services. Under this arrangement we will lease the printers and

the printers will be refreshed as part of the managed services.
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end of the refresh cycle. However, the benefits outweigh the drawbacks, leading to an overall
lower cost environmenSAN storage is an exception to the wholesale refresh paradigm due to
the scale of change in-f®sting allof our data on new equipmeinta short time period.

We expecto complete two wholesalreplacement projects in FY2014/2015 (we completed
Data Center Modernization Project (DCMhich was a wholesale replacement of our critical
business system datacenter infrastructure in FY20II2¢se projects are IT Virtualization and
Consolidation (IVQ, which refreshes our business systems datacenter enviromment,
Desktop Modernization Project (DMB¥hich establishes our virtual desktop environment
These projects will be refreshing dofrastructure assets as well as delivering improved
management and monitoring tools. The combination of a highly standardized infrastructure,
with improved management and monitoring, will allow us to control the growth of expense
dollar needs in theseeasto rise at or below the rate of inflation.

Through our adoption of our refresh strategy, we anticipate beingoatvlimimize disruptioa
and reduce costs from modernization efforts, allowing capitalci@effectively be argeted to
meet business gés.

2.3 Applications/SystemsRefresh

There is not a standardized refresh schedule for IT software systems. We maintain IT software
systems while the systems continue to meet business needs and are cost effective. Upgrades
and replacements are considedétretionary and are either expense or capital projects.

Capital spending for delivering new systems or upgrading existing systems is projected to
increase fron0% to 80%°f theannual IT capital budget. Supporting automated business
systems now accaois for an average d@0%of the IT expense budget. New automated

business systems result in new support contracts, new operation & maintenance costs, and
ongoing enhancement costs.

Applications are introduced to meet business needs and stay in setvitiee business unit(s)
indicates they are no longer meeting business naeckn no longer be supportedt this
point we consider the options of (a) modifying/enhancing the system to meet the business
unités evolving need, (b) upgrading the systenake advantage of new capabilities, (c)
replacing the system, or (d) retiring the system with no replacement.
Consequences from our current business driven approach include:
1 We have not developed a systematic approach to measuring the value amigrexéo
of our applications and systems
1 We have not developed a long range (more than 2 years) roadmap for the evolution of
systems
1 We have not developed targets for system replacement or retirement
In FY2010, BPA begn the process of developing asset pkareddresour applications and
systems. This process is proving to be a great aid in enabling both the business units and
information support teams to work together to rectify these deficiencies. We are beginning to
develop performance and value metfmr our major systems. We have also started to create
a longterm strategic plan for our supply chain, financial, and human resources systems.

18 with the completion of major infrastructure projects in FY2014/FY2015, we expect capital requirements to
dropsubsantially with business systems accounting for 80% or more of capital expenditures
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2.4Key Accomplishments

The Information Technology Asset Strategy has delivered sufficient new capabiidies a
services to meet business needs and to reduce the cost of infrastructure operations. A brief
review of the accomplishments over the last two years is provided for the Application and
Infrastructure portfolios.

2.4.1 Applications

Figure 2.3showsa laige influx of newsystems delivered as a resultlod PMO Project Work
Plan particularlyin the FY2012/FY2013 timeframélhese new systems are delivering new
key services and capabilities to meet the agedustical business needg-igure 2.5 shows ¢
anticipated value from these systen#spartial listing of these delivered major systems
includes:

9 Transmission Asset Management 1 Regional Dialogue Scheduling Systems

1 Revenue Forecasting 1 Customer Portal

1 Rates Analysis Model 1 Long Term ATC Management Tool

1 Customer Data Management 1 Electronic Official Personnel Fil&Sga$

1 Dynamic Modelling 1 ProWatch Phase 2

1 RODS Retirement 1 eDiscovery (Exchange Email)

1 Loads Obligation & Resaue 1 Equivalent ATC for ARC Paths
Analyzer

2.4.2 Infrastructure

We have implemeed the first phase of odatacenter consolidation and uitization for the
Critical Business Systems (CBS) datacenter environment in FY2012 through the Data Center
Modernization Project (DCM). The second and final phase, IT Virtualization & Consofidat
(IVC), is running behind schedule. We are beginning transition to the IVC delivered
environment in first quarter FY2014 and will not be fully completed until first quarter FY2015.
Consolidation, virtualization, and leveraging management tools arehgin in our strategy to
lower datacenter operating costs through server reduction, automation, and standardization.
When we compare our virtualized environm@EM) to nonvirtualized environment we see

that our system administrators managing the @B8ronment are able to manage twice as
many operating systems per administrator than in owvirtmalized environment (84

operating systems per administrator compared to 40 operating systems per administrator in our
nontvirtualized environment). Thisend gives us confidence that we will be able to control
the growth of t heandmadantenacce cost at ordedow the rate @ inflatmm
as we complete deploying and migrating into our new environments.

Although our move to virtual desdp infrastructure is behind schedule (estimate completion
second quarter FY2014), this initiative has made a number of significant improvements. This
project will be delivering additional benefits by enabling secure access to our network
resources enalb i ng an fAany devi ce, anywher e, anyt.
teleworkers and sets the foundation for BYOD capabilities.
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2.5 Information Technology Asset Goals and Objectives

IT continues to strive to increase its partnership with BPA busimeiss to optimize the use of
information technology resources and assets, enabling BPA to meet strategic objectives while
efficiently and securely performing daily operations. This shift is described in detail in
previous IT Strategic Plans. It encompes optimizing resources and balancing the individual

busi ness

uni

t so

needs

with overarching BPA o

life cycle of systemat BPA, it will require more than 10 years to fully transition to an agile
and flexble system environment.

The Information Technology Asset Portfolio has been divided intepsutbolios for better
management of the assets. Each of thesgatiblios has its own unique table of objectives
that maps the suportfolio objectives tdahe Information Technology Asset Strategies in table

2.4. Thesesup or t
al so rel at

folio
e to

objectives
secondary

to a
ndi

rel at e
goal (s) i

singl
cated b

individual Infomation Technology Asset plans are collectively meeting the IT Asset Goals.
An upward arrow in the status column indicates improving, a downward arrow shows we are
declining in meeting the goal, and a sideways arrow indicates we are maintaining status quo.

IT Asset Goals Status Meeting Comments
Goals
ITAGL1: EnableBPA to IT Virtualization and Consdadation and Desktop Modernization Project at
reliably and securely use IT bothdelivering virtualized environments, which will improve resource
resources to effectively and utilization and proide more secure and reliable computing environments
efficiently perform work < These projects will drastically improve the manner in which tbigervices

while maximizing utilization
of IT resources.

are delivered. Both projects are behind schedule in deli#enyever, they
are scheduled to deliver new capabilities in FY28hdto complete in
FY2014.

ITAG2: Optimize total cost
of ownership by balancing
the costs of new investment:
for upgrades and
replacements with operation
and maintenance costs.

Converting the refresh strategy from a percentage annual refresh to a'f
approach will optimize the investment in servers, storage, and desktops
redudng the cost associated with refreshing equipment. Tying the refre
with operating system upgrades will also reduce dsguptionand reduce
cost of performing upgrades. Experience with these forklifts will help
simplify future forklifts. IT is curratly projecting that all infrastructure
categories will grow at or below the rate of inflation.

ITAG3: Balance individual
business uni't
requirements with BPA
strategic objectives by
delivering flexible and
extensible assets that meet
currentobjectives and can be
leveraged to meet future
strategic business objectives
resulting in reduced future
delivery times and least total

cost of ownership.

Although the PMO has a mature process for managing business needs
practice of Enterprise Architecture is maturing. Introducing enterprise
architects to perform high level alignment across multiple projects has c
achieved limited success at beBhe majoriy of projects being delivered ar
still designed to meet imddual business unit needs and are not optimize:
provide long term enterprise solutions.

9 Forklift is an approach when all hardware is replaced in a relatively short time period. This approach creates a
highly homogenous environment and enables cost saviagking from discounts associated with bulk hardware

buys.
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IT Asset Goals

Status Meeting

Goals

Comments

ITAGA4: Institutionalize
Operational Excellence
through the adoption of
maturity models to
continuously improve
processes, practices, and
service delivery, maximizing
the value of our IT assets an
reducing the cost of operatic
and maintenance.

&

Both thelT Virtualization & Consolidatiorand Desktop Modernization
Projects include advanaroperatios along a maturity model. The Softwa
Development and Operations manager is exploring several maturity mao
such as the Software Engi neer ,amg
the Electricity Subsector Cybesecurity Capability Matuty Model (ES

c2M2).

Table 2.4 Status of Information TechnologyAssets Collectively Meeting High Level
Goals

2.6 Risks to IT Assets

AlmostCertain

Likely

Likelihood

Poss.

Unlik.

Rare

Insig.
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I Risk Issues Mitigation

D | Likelihood | Impact

R3 | Failure to fund reliable operatio| Capital progcts are delivering new assetsthe Develop a process to increase operatio
and maintenance for new asset| Applications Portfolio each yeaddowever, there has | & maintenance budgets to accommoda
delivered by capital projects. been no linkage leeen approvals of these capital | new service contracts and support staff]
Almost Moderate projects and the associated expense burden require
Certain $1M-$10M reliably support these new assets. Mitigation needs to be focused on

Agency/business units receive benefits while IT footf working with business to inctle

thebill for maintaining automation. This results in prioritization of expense costs in projec
new software contract ctssand labor costsyhile approval and adjust funding based on
reducingfunding available for enhancements. services received.

R4 | Failure to adequately fund Capital projects are deliverg new asset$o the Develop a process to either increase
enhancements to meet evolvind Applications Portfolio each yeaddowever, there has | operation & maintenance to preserve
business requirements. been no linkage between approvals of these capital| enharement budgets and/or establish
Almost Moderate projects with the associated expense burden requirg transparency on which enhancements
Certain $1M-$10M reliably support these new assets. be curtailed.

New assets often also are deliverechvaitbacklog of | Asset plans need to link enhancements|
enhancements that were not planned for when budg business objectives and/or mitigating
were developed. risks. Project business cases must sho
New O&M (contracts & staff) costs from new syster linkage between project and business
are diverting resources from enhancements. objectives ad/or risks.

R5 | Failure of projects to deliver full Not all projectshave been fully capturingnd Augment SLC to capture enhancement
scope of initially identified implemening business requirements, resultingain backlog throughout execution and
capabilities resulting in reduced backlog of enhancements which are putting upward| transistion. Either hold project in
benefits and/or backlog of pressure on expense budgelis addition, some projec| transistion phase to resolve backlog or
enhancements that must be have reduced their scope to meet timelines and/or | augment enhaement budgets to addres
completed using expense dollaj budgets resulting in a backlog of desired enhancem| - may still have a staff resource issue.
to realized bené@b to meet and implement the orginal scope.

Almost Moderate
Certain $1M-$10M

R7 | Failure to align IT Initiatives Lack of clear Agencyevel priorities of IT resources | Leverage Portfolio Managers and Asse
with Business Objectives & Business linehavnot been providindT with mid and | Plans to assist business leaders in
Risks, with clear identification | long-term business initiatives to inform IT plangin identifying future needs.
of benefits, leading to sub and strategy development. Mature enterprise architecture practices
optimizedprioritize listof Buiness lines are maturing in the usevegll formed to include aligning project with Agency
initiatives. benefits and costs fwioritize projects strategic business objectivasd
Almost Major identifying connections between project
Certain $10-100M

R8 | Failure to fund operational Potential for unplanned remediatiprojects to correct| Create and maintain Security Asgdan.
security & compliance to meet | deficiencies discovered by CSOAC and NOC Have Cyber Security review Assets Pla
Agency goals; including monitoring to ensure operational security and
sufficient resources to meet Potential for new and emerging security compliance| compliance activities are included in ea]
NERG-CIP requirements requirementspanning IT systems and field sites, portfolio asset plan to achieve operatio
Almost Major especially for CBS and TBL scheduling system security and compliance objectives.
Certain $10-100M

R9 | Failure toattract and acquire Anticipated high and increasing rate of retirees withi Implement J Workforce strategy. Them
skilled federal employees need{ the next 5 to 10 years. 1 addresses attracting and acquiring
to transform and maintain IT Concern that federal hiring practices pteat a talent, which includes implementing a
environment. disadvantage in completirigr qualified IT workers studentprogram.

Almost Minor due to lack of aglilityat a time when colleges are nof| Increase use of managed staffing and
Certain $100K-$1M producing enough graduates to meet industry needg services to meet staffing needs.

R | Failure to onboard new federal | IT specialst (GS 2210 sericgarelower in ranking for | Follow IT Workforce Strategy to move

10 | employees in a timely manner | priority placemat resolution. This means theveill federal staff into knowledge manageme
with the right skills and beadelay before normal hiring practices are resumg and leadership positions; using training
aptitudes due to priority for IT specialists. In additig IT may find that priority | program to reposition existing staff to fil
placement. placement may require onboarding skalsd key positions ad leveraging new
Almost Moderate compentencies that are no longer aligned with the I contract vehicles to deliver reliable and
Certian $1IM-10M Workforce Strategy. stable contractor workforce to augment

Table 2.5 Risks to IT Assets
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2.7Information TechnologyStrategies
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Portfolio Benefits Challengegissues Asset Portfolio Outlook
Strategy
Drive costs out of Natural outcome of improving| Current IT staff culture does | Consolidation and virtualization is
Infrastructure operations through not embrace automation of IT| behind schedule, however

through leveraging
9 Standardization
9 Automation of IT
tasks

standardization and
automating IT taskwill both
increase operational reliability
and lower operational costs.

tasks. Implementing
automation has been slotayt
is proceeding.

Reductions in staffing to

improvements are already being
delivered.

Benefits for Desktop Modernizatio
Projects are begiting to be realized

1 Process Restructuring refreshes will capture savings (largely
Improvement reduce overall costs of avoided contractor hires).
1 Restructuring conducting refreshes.
Refresh
Methodology
Develop and Reduced time to onboard stai 40-60% of IT labor will be IT has developed a draft, pre

Implement Work
Force Strategy

resources.
Improved operational
reliability.

Improved project support.
Increased likelihood of
business continuity.

contractors due ttmits on
federal billets.

Need to develop consensus
around which positions are a
best fit for federal positions
versus supplemental level
(avoided contractor hires).

decisional, long term Workforce
Strategy. IT needs to ddee an
implementation roadmap.

Develop mechanism
to accommodate
shifts from capital to
expense.

Enable the adoption of
Software as a Service solutiol
when appropriate.

Enable rapid response as
infrastructure components
drop below capital threshold.

Currently no BPA process to
accommodate shifts.

Rapid evolution of
technologies and services in
the market place.

Without development of means to
reprogram capital to expense, IT ri
the risk of either exceeding its exp
budget and/or rejecting Softwarea
Service as a solution when it is
operationally and economically
preferable.

Develop process to
ensure operational
funds are in place to
reliably support new
assets.

Ensures resources are
available to reliably support a|
assets.

Avoids reducing resoaes for
enhancements.

Capital projects are being
approved to deliver new asse
while their support costs are
not linked to project approval.
Savings from infrastructure
improvements are being
outpaced by new expense
requirements.

Expense budgets are not
increasing fast enough to me
new operational requirementg

Need to work with BPA stakeholde
to development a means to tie
approval of capital projects to
additional funding required to relial
support new assets. Otherwise,
resources available for sgsh
enhancements for all assets will ne
to be reduced to ensure operation:
reliability of all production systems

Instill culture of

Reduction in operations cost.

IT staff does not currently

Process improvement is an elemel

continuous Reduction in development have a culture of continuous | two infrastructure projects and
improvement and costs. improvement nor had exposul| includes the adoption of an ITIL ba
operational Improved operational to IT based maturity maturity framework.
excellence. reliability. models/frameworks. IT will be exploring the adoption of
Improved customer maturity framework to cover softwe
satisfaction . development.
Table 2.6 Summary of IT Asset Strategies
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Table 2.7 contains measures fohiawing the IT asset objectives. This table includes a
number of Key Performance Indicators, which have been developed for assessing the overall
implementation of the IT Asset Strategy. The background for these indicators and details are

included inAppendix A.

IT Asset
Objectives

Asset Portfolio Measures

ITAG1: EnableBPA to reliably and securely use
IT resources to effectively and efficiently perforn
work while maximizing utilization of IT resources

1 Software license compliance and recovery filele licenses. (IT
Performance Indicatdr seeAppendix A

1 Ratio of Windows Virtual Servers to Physical Servers. (IT
Performance Indicatdr seeAppendix A

9 Percentage of test and production servers adhering to a certifi
baseline. (IT Performance lmditori seeAppendix A

ITAG2: Optimize total cost of ownership by
balancing the costs of new investments for
upgrades and replacements with operation and
maintenance costs.

1 Average cost of supporting a personal computing device at BF
(IT Performance Idicatori seeAppendix A

1 Printer operation and maintenance costs. (IT Performance
Indicatori seeAppendix A

1 Length of time equipment has beersigrvice compared with
industry recommended benchmarks for age related replaceme
equipment. (IT Perfornmece Indicatoii seeAppendix A

9 Data center operation and maintenance costs. (IT Performanc|
Indicatori seeAppendix A

9 Application Operation and Maintenance costs. (IT Performanci
Indicatori seeAppendix A

I TAG3: Bal ance indivi|
immediate requirements with BPA strategic
objectives by delivering flexible and extensible
assets that meet current objectives and can be
leveraged to meet future strategic business
objectives, resulting in reduced future delivery
times and least total cost awnership.

1 Utilization of network circuits and links. (IT Performance
Indicatori seeAppendix A

9 Ratio of estimated enhancement backlog costs to enhanceme|
budget

ITAG4: Institutionalize Operational Excellence
through the adoption of maturity modets t
continuously improve processes, practices, and
service delivery, maximizing the value of our IT
assets and reducing the cost of operation and
maintenance.

1 Advancing along the ITIL maturity model for Data Center
operations.

1 Advancing along the ITIL matusi model for Office Automation

operations level by FY2015 based on Microsoft Operations

Framework.

Adopting a maturity model for Software Development

Advancing along Electricity Subsector Cyksacurity Capability

Maturity Model (ESC2M2)

f
f

Table 2.7: Information Technology AssetPortfolio Outcomes
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3.00Office Automation Portfolio

Assets in the Office Automation Portfolio are organized into three major categories:
1 Hardware: the physical IT devices providedtaffto enablethemto accomplish their
misgons.
o Fixed computing devices (traditional desktop PCs and thin clients)
o0 Mobile computing devices (e.g. laptops, smart phones, tablets)
o Imaging devices (e.g. network or personal printers, copiers)
o0 Multimedia/presentation devices (e.g. projectors, conferemam flatscreens)
0 Specialized devices (e.g. ergo keyboards, scanners, cameras, track balls)
1 Software: the desktop software titles provided to employees to help them accomplish
their missions.
o All personal computer software titles
1 Tools: the managememfbvare and expertise used by the support staff to manage the
Office Automation assets and service delivery.
o0 Management software (e.g. MDT/MDOP, SCOMbbile Device Management,
etc)
o Staff knowledge and skills
These asts touch almost everyoneBiPA by providing a personal desktop system, mobile
devices, print capabilities, and desktop software. The-anaing goal is to provide cost
effective and reliable desktop services to en8B#aA to perform its mission and achieve its
business objectivesThereare multiple strategies and combinations of strategies available to
IT to achieve a balance betwdeamproving services;ost efective delivery of serviceshe
delivery of new and/or evolving reliable desktop servieesl the notion of continuous
operaions in the face of natural or mamade disasters.

Oneof thestrategies that IT has just completed deploying in December 2013, is a virtual
desktop infrastructure (VDI). ighlights of this VDI include 3% penetration of thin clients,
apdication streaming, rapid user provisioningnproved telework capabilities, atalying a
foundation foBYOD. We will see that the establishment of the VDI environméhtserve

asa cornerstone iachieving cost efficiencies whifgoviding agile office automation
solutionsand improvingeclient experiencesAlthough we have begun to realittee envisioned
benefits of this architecture, we were expecting near 50% penetration of thin &iefds, the
most problematic hurdle has been the delivery of specialized péegmulicationsvithin this
environmentWe have yet to successfully engender a significant reduction in the number of
software titles in our portfolio, which has reduced the penetration of standardized thin clients
and will lead to ouyear impacts on kzor expense funds as more workstation replacements
than anticipated will be required. One active strategyove the penetration forward is the
possible use of persistent virtual desktops, ones personalized to specific individuals, where
desktop softwarstles cannot be rationalized. This has the potential to provide the VDI
benefits to those clients, but at an additional cost to the supporting archjtpoasibly

eroding the desired ROI.

To continue to create an agile and cost effed@ffece Automation envirmment IT must

continue tabuild onstandardization and move to leveraging automation and maturing
processes.
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3.1Goals & Objectives
The following table shows the alignment between @fflmitomation and IT Asset Goals

Office Automation
Objectives

Aligns with IT
Asset Goals

Outcomes

Leverage technology to
provide superior services
to end users.

ITAG 171 PP

1

Features of a Virtual Desktop Infrastructure (VDI) are deployed to en
onrdemand delivery of select desktapplications regardless location
to meet the majority of end user requiremewithout regard to the erd
user device
0 Increasdelework capability/Increasmobility (Any device, Anywhere,
Anytime)
o Improve client satisfaction from thin client performance (less than !
secondconnect/login) and flexibility
0 Achieve Cost efficiencies from
AApplication streaming
ALower cost thin client compared to desktop or laptop
AWorkstation standardization
Ashared components yielding higher utilization rates
o0 Expandthin client penetration from436 to 506
Selfservice is enabled to allow users gaibvisioning of selected
software titles.
Software usage is tracked to reclaim unused titles and make them
available to other end users, as well as enabling reduction of titles du
low utilization a redundant function.
Improve convenienceeduce wastand improve security/confidentiality
by introducing followme printing that finds local printelsmsed on where
user logs into networ&nd prints whemiser walks up to printer and ente
pin/credentis.
Leverage mobile devices to enable portable persona (allowing clients
choosethe form factoii thin client, tablet, smart phoriéor connecting
into their virtual desktop.
Single SigrOn is leveraged wherever possibldrtorease security and
converence.

Services are delivered an
asset components are
maintained in compliance
with Federal laws and
regulations.

ITAG 1iP
ITAG 3-S

Automated tools are used to track and confirm compliance bet
deployed software and software licenses.

ImplementDesired Configuration ManaggDCM) to validate persong
computing devices amelivered and maintained in USGCB configuratic
Smart Card/PIV access (ICAM) enabling two form factor access

Processes and practices
aligned with industry
practices to défer
secure, reliable services
with the least total cost of
ownership.

ITAG 471 P
ITAG 21 S
ITAG3T S

= (==

Desktop hardware and software refreshes are sufficient to meet reli
and security objectives while optimizing the total cost of ownership, U
concentrated whoteeplacement efforts (forklift) as opposed to annug
metered replacements.
New investments are shown to remain within established budgets ang
contribute to reducing the total cost of operations.

Lifecycle planning and forecasting are &eg to all of the asset
categories.

LeverageRFID to enable cost effective tracking and inventory
management of office automation hardware assets.
Implement disaster recovery and COOP capabilities for office automa

services to include personal compgticapabilities.

Table 31: Office Automation Portfolio Objectives

®Each objective
indicated by fASo.
2/18/2014
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The Office Automation Portfolimaintainss,400persamal computing devicet® support
approximately 415 staff membersThroughtheintroduction of standards and refreshing

heterogeneous and poorly performing system
IT has been able to control and reduce the
overall cost obffice automatioroperations
from FY2005 to the presenin addition,

IT has completed deploying a virtual desktop
infrastructurg'VVDI) with an initial 34%
penetration of thin clientsThe initial
deploymenbf thin clientshas taken longer thar
projededin the FY2012Asset Strateg
Consequentlywe have are just beginning to
receive the benefits froomplementing a VDI
environment These benefits include tangible
and intangible benefitsThe intangible benefits
include increased end user satisfaction from
faster connection timgess than 2@econds),
being able to connect any device, anywhere,
anytime to our virtual desktops (enabling secl
and reliable telework artthe use of personally
owned devices to connect remodelgnd the
ability to reconnect saved sessions to anothel
device The tangible benefits include reduced
maintenance cost from failing deveghin
clients havealower failure rate than traditioha
personal computing devicemydhavealower
unit costand longer life expectangylower
energy usage, amdqure lower deskside
support Additional tangible benefits will be a
major reduction in the cost of upgrading
operating systems, office suite, aetdnoving
34-50% of our personal computing devices (0
thin clients) from our next scheduled forklift
refreshin FY2018/FY2019 (It should be noted
thatasa direct result of the delay desktop
refresh andubsequentemoval of our aging

Virtual Desktop Environment

The VDI rollout fell behindhe FY2012
Asset Strategy projection due to a numbe
of reasons which include:

1 The sheer number of diverslesktop
titles that needed to be analyzed prior,
converting users to thin clients (not al
titles are suited for a VDI environment

1 Time to convert major titles to enable
application streaming to desktops (bo
virtual and traditional desktops

1 Validating scalability and reliability of

VDI architecture/environment prior to
movingalarge portion of staff to virtua
desktops

Creating a USGCB baseline

Enabling the OMB mandated smart c
for 2-form factor network logins for
virtual desktops for both n&brk users
and remote users

Leveraging technologgnd our VDIwill
enableenhanced control and managemer
of desktop titlesteducing complexity and
helping to lowerongoing operabns costs
The VDI environment will also redudbe
cost of deploying softare upgrades
(including office suite and operating
system$ andfuture forklifts.

= =4

Our VDI environmentan also be
characterized asmajor step towards
transitioning taDesktop as a Service
(DaaS)

personal computing fleeive have experience

high rate of hardware failure in FY2012 and FY2013, which hasdépe autanation

maintenance from dropping as we transition to thin clients and new laptops and desktops.)

Completion of the transition to our VDI halsoresulted inmoving the desktop environment
from Microsoft Windows XP to Microsoft Windows &long with speific fixed and mobile
computing device upgrades where applicabsng USGCBcompliant configurations. We
will also enable and transition to usiggorm factor network login uag theOMB issued
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Smart Gird, allowing us to comply with ¢ine Security Presdential Directive-12 and OMB
directives.

Figure 31 showsthe age distribution PA6 s wo r k s t sa Asicanme seen fdme m
these figures, @ have refreshed our fleet of aging peed@omputing devices i FY2012
47% of the laptopwerepast thandustry best practice refresh cycle age and 58% of
workstationsverepast their refresh agapd preparedsto continue with our forklift approach
with the next refresh scheduled for FY20Iihe adoption of this approach requires us to
maintain the disipline to program and exete a forklift every five years. Rilure to fund and
execute on the forklift will result in a rapid increasenaintenance cosin the outyearsas
laptop and traditional desktop uffgilures begirto increase.As a result otompleting our

first forklift, we anticipate a sufficient drop in desktop and laptop failures through
FY2016FY2017with an increase in thailurerate in year 4 and 5 (FY201/2019. We
have programmed the funding les&r personal computing devieeplacementso reflect

first the significant dropresulting from the completion of the forkldind then a small rise to
enable replacement of personal computing devices as the failunecrat@sesvith the age of
the fleet.

1000
<-at or past refresh age->
900

800

700

Equipment Type B

600 B COMPUTER, DESKTOP - ALL TYPES

B COMPUTER, LAPTOP - ALL TYPES
500

B COMPUTER, PEN, DIGITAL

B COMPUTER, TABLET - ALL TYPES
400

300

200

100 l
o L B N

PRE FY2005 FY2005 FY2006 FY2007 FY2008 FY2009 FY2010 FY2011 FY2012 FY2013 SO FAR

m COMPUTER, THIN CLIENT, FIXED

COMPUTER, THIN CLIENT, MOBILE

Figure 3.1: Number of Personal Compute Deviceby Year Procured

An additional benefit we are anticipating from completing our first forklift, with the creation of
a VDI environment, is the rationalization of desktop software titlesattdr controbver our
annual Microsoft Enterprise Agreement desktop softwareup Figure 32 shows the growth

in our Enterprise Agreement costs. FY2010,a concerted effort was made to identify and
reduce the number of Microsoft licenses back to the last bases can be seen kigure 32,

this effort was successful but it was a resource intensive manual éfairtg forward we

should be able to establish and maintain the same tight level of controls through leveraging
automation instead of intensive mahiabor. We should also have a tighter control on the
number of primary personal computing devices we are maintaihingY 2016 we will be
renewing our Enterprisagreement, whichvill allow us to rebaselinewith a lower numbeof
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primary personal coputing devices/usergansitionng from a perdevice toa peruser based
licensing Our expectation is that our desktop Microsoft License costs will both drop and be
contained in the future, barring an unforeseen large increase in BPA staffing$emielan

event would impact both software and hardware co&tsd note an artificial drop in cost in
FY13. This was caused by a change in payment policy, moving from annual payments to
monthly payments, which shifted the time at which accumulated chaegeggregated.

Simply stated, the FY13 costs only account for nine months of the year.

Microsoft Enterprise Argreement Total Cost Per Year

$3,000,000

Monthly Paments
tarted in FY13
startedin Doesn'tinclude any new true up costs for FY14 & FY15

Annual Payments made Only 9 months of
in FY1l & Frl2 annual EA cost for Fr13

. B CY13 True Up Cost
CY12 True Up Cost
CY11 True Up Cost
B FY11 True Up Cost
m Annual EA Cost
T T 1

FY11 FY12 FY13 FY14 FY15

Figure 3.2: Annual Enterprise Agreement True-Up Costs

$2,500,000

$2,000,000

$1,500,000

$1,000,000

$500,000

Figure 33 shows the age distribution of tB®A6 s f | e e t Ore thirdpfrhe totdl @e s

in their eighth year or more of service, needing more frequent repair with parts that are
increasingly hard to find, and using ink technologies that become more expensive to provide
with age This pushes the total cost of ownership highfetarge number of these printers are
personal printers, which habeenput into service tameeta combination oheedswhich

include confidentiality (to protect sensitive contracting and personnel information) and
convenience Per®nal printers also havagher nk/toner cost per page than network printers,
typically costing 9 timeper pagenorethan network printers.

2/18/2014 Page39 of 106 ?




B ONNEV I L L E P O W E R A DM I NI § TR AT 1 O N

2/18/2014 FY 2014 BPA IT Asset StrategyPlan

Network Printer Personal Printer

<-at or past refresh age-> <-at or past refresh age->

60
20 10
; m N = | I

PRE 2005 2005 2006 2007 2008 2009 2010 2011 2012 2013 PRE 2005 2005 2006 200 008 2009 2010 2011 2012 2013

Figure 3.3: Number of Printers by Year Procured

As we finish our first personal computing forklift, welMiocus resources to addressr aging
fleet of printersto ensure & provide reliability of prinservices, enhangaint service seatty,
improve quality of prinservices, introduction Print Smart Initiative High lights

of new capabilities (e.g. follow me printing,
etc.), reduced operation cost.(e.g. reduepair 1 Refresh aging fleet of printers & copiel
costs, reduced toner cost§)o improve our with high speed multifunctional
printing servees we will beginmplemening an printer/copier/scanners to reduce
initiative we are labeling Print Smattat number of deployed devices

includes hybriemanagedetworkprinting 1 Implement password enablprinting to
services to begim FY2014 with completion in o Protect sensitive information

FY2015. Under thisapproach, the managed o Reduce abandoned printouts (~9%
service provider would provideardware, printed pages)

service, and consmbleswhilg BPA would o Eliminate desktop printers

perform user support and printer , 7 Reduce cost of printing services by 10
placement/cordidation. The benefits we are 30%

expecting to achieve include an overall
reduction in printer serviceosts between 10% aR@%.

An initiative to contain operating costsdammprove end client exp&mcewas the ongoing
adoption of a maturity modelnd moving up the maturity laddeiThis initiative to impgove
Operational Excellence bagén 2010 angroducel results albeit slower than we anticipated.
To date in the Office Automation area, we havaved fromthe basic to standardizddvel for
the following capabilities: Change & Configuration Management, Incident Management,
Problem Management, and System Monitorigthough the initiative has host impetus and
expansion is currently on hold, wapectto continue to improvén these four specific areas
moving fromthe Standard tahe Rationalized level of the maturity framewoby FY2017.
Complexity and processes are two main drivers in the size of IT funttion®ur VDI
environment has helpeds address the complexity of our techniealvironment, andhe
adoption of a maturity modélas helpedis address the complexity gipecificprocesses. Both
efforts together are intended to help both improve services and contain costs.

ZlICecere, Marc, fAWhat DriveesterBAmusi®2018e of | T Functionss?é
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Office Automation Status Comments
Objectives Meeting
Objectives
Leverage technology to 1 SCCMMDT effort has started to automate @&l layered product
provide superior services > delivery, althoughthe delay of Windows 7 rolbut has also slowed thi

to end user.

=a =

effort.

The upgrade from Windows XP to Windowsahd Office2010tools
arecontinuing resulting in more optimal configurations,
maintainability, and support for mobile computing

The VDI implementation iachievingefficiencies detailed above.
Sequencingapplicationsto provide them iravirtual manner has
begun but hagorovenmore difficult than expected

Remote access to the VDI has improved disaster response and
telework capabilities.

Services are delivered an
asset components
maintained in compliance
with Federal laws and
regulations.

USGCB compliance is built in towindows 7 desktop imagesind
group policies

Asset management components of SCE@CM Expert,and process
engineering are taking place to assure compliance with soft
licensing.

Ability to usePIV/Smart Card/ICAMi 2 form factorauthentications
evolving.

Process and practices
alignedwith industry
practices to deliver
secure, reliable services
with the least total cost o]
owneship.

f
f

Have moved from basic to standard for four keyatalities: Change &
Configuration Management, Incident Management, Prok
Management, and System MonitoringCompletion ofthe transition
from the standard tothe rationalized level has been targeted fc
FY2017.

Have implemented remote assistatwamprove first call resolution.
Established and maintaining a knowledge library to reduce probler|
resolution time.

Table 32: Statusof Office Automation Portfolio in Meeting Objectives™

22 Upward arrow indicates that the status trend is improving (e.g. red upward arrow indicates that the status is
trending towards yellow), horizontal indicates no change in the trend line, and a downward arrow indicates the
status idgrending downward (e.g. green downward arrow indicates status is heading towards yellow)
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3.3 Risks
ID Risk Mitigation
Likelihood |  Impact®
OA1 | Failure to réresh personal computin{ 9 Due to VDIthin client adoptin, this is only an issue for 1¢8 personal
devices consistent with industry computing fleet
refresh scheduléisresulting in 1 Increase penetration of thin client
desktop hardware (systems and/or | q Monitor failure rates and maintain sufficient spares to keep systems runnin
components) failing at an { Establish Service Level Agreements with Supply Chain on procuring units
unacceptable rate (driving expense; bend stock parts.
costs up and causing user 1 Establish bench stock levels with monitoring of levels andstiukels for
disruptions). replenishing levels.
1 Move to concerted forklift method of system refreshes to correct MTBF tref
. . 1 Program funds to accommodate refresh aligned with forklift
Likely ?s/lslln(())(;K-$1M) 9 Shift tovirtual computing environments where fit and function align.
OA2 | Failure to receive sufficient time to | § Establish Service Level Agreements with Supply Chain for projecting influx
program and to plan for support for additional contractors.
arrival of new employeeand 1 Leverage HRmis system and Service Connection to project influx of new h
contracors (impacts desktop system ¢ Work with HR to develop projectiorf éuture years staffing levels.
reserves and suppdevels). { Utilize VDI to provide compute resources, as provisioning can be very fast.
I Work with Strategic Planning and business units to understand equipment
Almost Certain | Insignificant staff requirements to support major initiatives.
(<$100kK: 1 Work with CFO to develop funding of desktop systenegwork printers, and
would require 50+ desk side support staff to support new initiatives.
incidents/year to
move to Minop)
OA3 | Failure to maintain accurate 1 Identify and implemenautomatednanagemergoftwaretools to track software
inventory and deployment titles and software usagand deployed hardware
information for hardware and 1 Review and improve current praxsefor tracking hardware assets; investigate
sditware assets. RFID tagging and other automated hneds.
1 Work with IT Program Office to validate and refresh current license base.
1 Prepare and deliver clear and concise direction to all staff describing these
and responsibilities. Collect signed memo of understanding from staff men
Almost Certain | Minor 1 Place accouability and consequence language into the BPAM and
($100K-$1M) performance plans
OA4 | Failure to base cost justification for | § Review and improve current process folaauing software licenses.
software based on utilization/benefil q Utilize management software tools provided by DMP to identify and meter
of deployed software. software titles.
Almost Certain | Minor 1 Develop a methodology for renting software and-wdse provisioning.
($100K- $1M)
OA5 | Failure to close disemect with  Mature Asset Plans
business users on IT resources and § Work with business clients to close disconnect

planning to meet future office
automation needs.

Almost Certain | Minor

($100K - $1M)

% AgencyLevel Consequence Scale
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ID Risk Mitigation
Likelihood |  Impact®
OAG6 | Failure to plan and budget for 9 Continue to research and mature remote connection technologies through
increased demand for Workplace of to enable safe use of genally owned devices for remote access.
the Future (includingncreased | Evaluate and update BPA policies on use of personally owned devices to
remote accessapability, and leverage emerging technologies.
consumerization of IT products). | q Evaluate and standardize on tablet devices.
Possible Moderate
($1M - $10M)

Table 33: Office Automation Portfolio Risks

It should be noted th&r OA2 (unplanned new staf€ach event is small when using the
agencyo6s i mpact categorizati on, gnifeanttong 50 un
minor. However, these events have a large impact on the @Gftitemation resources. The

impact is not limited to hardware and software costs, the latter being the diwerasoft

true-up costs, but also includes ongoing client side support laksthe number of unplanned

staff additions grows, the ratio dients to supporpersonneteaches the point where

additioral supportstaffis needed to maintainghguality of service.
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Figure 35: Office Automation Risk Map

24 AgencyLevel Consequence Scale
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We have already discussed a number of evolving strategies IT is impiegnenrder to

ensure reliable and secure desktop services and meet evolving and emerging requirements
while striving to provide these services and maintain office automation assets at the least total
cost of ownership. Here we summarize IT strategiesctade benefitsghallengesand

outl ook. These strategies are ({Tdbled. | i nked
Portfolio Benefits Challengedlssues Asset Portfolio Outlook
Strategy

Device 9 Provides devices that meet |  Advances in technology 1 Continueto use strategy to

Standardization

1 Standarddptop

i Standard dsktop

1 LIiDAR
workstation

1 Field usefi rugged
laptops

9 Thin clients

9 Mobile thin clients

1 Mobile device
management tool

business requirementower
of current standard
workstation and laptops
makes exceptions rare.

9 Reduces cost of develimyg
and maintaining Federal
Desktop Core Configuration
images.

1 Aids in controlling costs.

9 Improves operational
reliability.

allows reducinghe number
of device standards (.e.g.
todayéds sta
workstdion is more
powerful than previous
advancedvorkstation
allowingfor one standard
for workstationy

1 Initial (pre deployment) of
thin clients have
encountered pockets of
resistance and skepticism
associate with changing
personal computing
devices.

controlcosts.

1 Reduce number of
standards as technology
advances.

1 Align device standards
with evolving and
emerging staff roles.

1 Already achieving
increased client satisfactio
from capabilities and
performance of thin clients|

9 Finished implementing
phase 1 othin clientwith
50% penetratiorwill
increase thin client usage
out years.

Maintain5-year
refresh cycle on
deskop systems for
traditional
workstations and
laptopswith
scheduled forklift
refresh.

9 Extends investment in
desktop system with
minimum dsruption to user.

1 Aligns refresh cycle with
deploying new operating
system and office
productivity suitef
minimizing disruption to end
users while reducing total
cost of ownership.

1 Avoids cost associated with
current industry
recommendation to fenage
asystem within five years
due to cumulative operating
system errors

9 Achievesimproved prices on
commodity devices.

1 Providesincreased uniformity
in devices rducing image
management issueand

COSts).

9 Extends refresh beyond
industry best practices.

1 Requres managing and
staffing surge capability to
prepare and execute on
receiving, distributing, and
removing equipment.

1 Requires budgetary
discipline to program and
justify repeating 5 year

increase in expense budge

to execute

1 Requires aligning operatin
system and office suite
upgrades/feature packs
with laptop anddesktop pc
to reduce total cost of
ownership

9 Adopt and maintain 5 year
refresh to optimize total
cost of ownership.

1 (N.B. Thin clients ve a
longer 710 year refresh
cyclewhich will reduce
total cost of ownership
over traditional fleet of
laptop and desktop pc

9 Transition from planned
annual refreshes to
Aforklifto t
refreshes with new
operating systems and
office productivity suiés to
minimize disruption to end
users and tochieve least
total cost of ownership.
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Portfolio Benefits Challengegissues Asset Portfolio Outlook
Strategy

Virtual Desktop 1 Moves computational power| q Thin client devices must b¢ { Have achieved initial targe
Infrastructure: of workstations into aligned with of 50% thin clients and

1 Thin clients datacenter &wing for functional needs (e.g. field expect to expand usage in

9 Application improved management and user requiring a rugged outyears

streaming security with reduced labor device would not be a 1 Client satisfaction with

 Remote Access

costs.

1 Enables application streamir|

9 Desktop units have-I0 year
lifecycle with lower desktop
refresh costand reduced
disruption to end user.

9 Supports sustainability,
Workplace of the Futer;, and
eDiscovery initiatives

1 Enables telework any
device, anytime, anywhere

1 Enables secure BYOD

9 Overall improved security
from central administration

candidate for thin client
while most knowledge
workers would be
candidates).

1 Unclear if performance wil

be adequate for field office

users and will need to be
tested.

9 Some clients hesitate/
resistant to replace
traditional computing
devices with thin client

9 Packaging applications for,

streaminghas proven
demanding.

using VDI environment for
remote access is extremel
high.

1 Application streaming is
improving application
deployments.

1 Application streaming will
enable useself-servicefor
applicationprovisioning.

1 Application streaming will
mitigate cost and client
disruption from operating
system and office suite
upgrades

Automation:
Leverage tools for
provisioning new
equipment,
improving patch
management,
delivering
applications, and
monitoring &
repairing
system/application
errors.

I Improves operational
reliability through providing
consistency of actions and
outcomes.

1 Reduces time to provision
and deliver operational
devices.

9 Ensures devices are deliverg
and maintained at known
secured baselines.

9 Ensures speedy response tg
system and device failures,
reducing time for return to
operation.

1 Reduce cost and faster
implementation of security
and operational patches.

1 Requires labor investment
in setting up and
configuring tools.

1 Monitoring tools need to bg
tuned to reduce the numbe

of false positive alerts.

9 Slow implementation of
management tools;
however, deployment of
myPC (BPA
implementation of VDI) is
helping to accelerate
deployment and adoption
of management tools.

9 Use management and
monitoring tools to ensure
operational reliability and
to reduce operations costs

9 Use of patch management
tools will improve security
while reducing cost of
deploying critical patches.

License 9 Enables identification and 1 Initial deployment may 1 Use tracking and
Tracking/Usage removal of unlicensed identify software licenses monitoring tools to managg
Monitoring software. that either need to be licenses to reduce and
1 Allows BPA to repurpose removed or procuretl may control software license
underutilized licenses to be substantial costs to trug  costs.
reduce and control software up licenses. 9 Automated provisioning
license costs. 9 Constrained IT staff time supports reclaiming under
1 Facilitates budgdbrmulation will be needed to used licenses and-re
for software licenses. implement, tune, and provisioning.
1l Ensures license compliance] =~ manage monitoring tools
and to create reports.
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Portfolio Benefits Challengegissues Asset Portfolio Outlook
Strategy
Application Self 1 Enables clients to request arj  Strong depetleng/ on 1 Implement capalties by
Service: Ties download commonly used license tracking and Q4 FY2014.

automation and
license tracking to
enable usesto
download select titleg
on demand.

softwaretitles throwgh a web
interfacei reducing time and
red tape to provision softwar
title.
1 Reduced administration cost
9 Improved client satisfaction.

monitoring tools to be in
place prior to
implementing.

1 Implement policies and
accomplish organizational
change management by Q
FY2015

Password Self
Service (enabling
network users to rese
forgotten or
temporary
passwords)

9 Reduces client support costg
by enabling network usets
reset forgotten passwords
using security challenges
(question and answer).

9 Support federal directive to
use smartcards by enabling
users to set tempany if
SmartCardis left at home.

1 Organizational change
management to ensure bo
adoption of smart card ang
embracing self service
capabilities.

1 Establish selservice
password services by Q2
FY2014.

Process Maturity:
Transitionfrom Basic
maturity level to
Standard and then to
Rationalized level.

1 Improves quality of service t
end users, reducing time to
repar systems or deliver new
software.

9 Supports Operational
Excellence through
implementing efficiencies
and creating culture of
continuous improvement.

9 IT staff currently heavily
engaged in key programs
(e.g. TPIP, REV) and
projects (e.g. Windows 7
upgrade)knd feel stressed
to find time for process
improvements.

9 Some IT staff concerned
that finding efficiencies
may translate into lower
staffing levels.

1 Adoption of has been
slower than anticipated
Deployment of myPC has
forcedre-evaluationof
timelines inmoving up the
maturity model.

Network Printers

Refresh

9 Transition to
managed printer.

9 Pilot and transition
for multifunction
printers (MFP)
wherever possible.

9 Optimizes total cost of
ownership:As printer models
age, the cost of toner
increases. For pitersthat
are 5 years old, the cost per
unit of toner can be twice the
first yeampds
unit may continue toise to 4
times first years cosover life
of printen.

9 Reduces time to repair printg
issues.

9 Provides insight to cost of
printing operations.

1 MFP consolidates devices tg
reduce energy consumption,
reduce consumable costs,
speed replacements, and
streamline support.

1 Follow-me printing will
reduce consumption of
consumables.

9 The temptation and curren
practice is to continue to
use pinters past their
refresh date. This increase
toner cost and can cause
print driver issues when
upgrading to new operatin
systems.

9 Organizational change
managementStaff often
considers shared printers
itheirso, an
remove or consolidate
printers to achieve
efficiencies are often met
with end user resistance
and complaints.

1 Printers are becoming mo
efficient and evolving to
allow multi-function
capabilities (scanning,
copying, etc). Security
issues with multifunction
devices are becongn
better understood and
manageable. Outlook is
good to consolidate and
leverage these devices
(along with employing
network monitoring tools)
to achieve efficiencies
while improving overall
BPA network printing
capabilities.
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Portfolio
Strategy

Benefits

Challengegissues Asset Portfolio Outlook

Cloud-based Services
Investigate services

1 May support least total cost

of ownership for specific

9 Must validate cloud based
solutions are both cost

1 Explore cloud maturity ano
associated organizational

for form, fit, services (e.gnobile device effective and secure. change management issug
function, and managemeiit in FY2014
security.

Table 34: Summary of Office Automation Strategies

3.5Asset Portfolio Outcomes
The current status of the Office Automatioorffolio objectives is discussed in detail below.

Office Automation
Objectives

Supporting Portfolio
Strategy

Asset Portfolio Measures

Leverage technology to | { Device Standardization|  Provision a minimum 050% client systems with thin
provide superior services| { Virtual Desktop clients bylst quarter FY2013
to end user. Infrastructure. 9 Increasehin client penetration to 65% Y4 FY2017
9 Sef Service. 1 Enable BYOD by Q4 FY2015
9 Managed Print 1
Services
1 Mobile Device
Management
1 Cloud Services
Services are digered and| { Virtual Desktop 1 All personal computing devices are deployed
asset components Infrastructure. maintained in a ceriéd USGCB image
maintained in compliance § Improved Remote 0 60% of all client systems are running USGCB certif
with Federal laws and Access. system byl* quarter FY2014
regulations. { Automation. 0 100% of all client systems are running USG(
1 License Tracking. certified system bg" quarter FY204.
{ Storage. 1 All network users use Smart Cards for logic netw
access by Q3 Fy2a1l
Processsand practices 9 5 Year refresh cycle. 1 Transition key pocesses (Change & Configurati
aligned withindustry 9 Forklift Refresh. Management, Incident Management, Probl
practices to deliver 1 Device Ratio. Management, and System Monitoring) from Basic
secure, reliable services | q Automation. Standard level of the maturity framework BYf' quarter
with the least total cost o} ¢ |icense Tracking. FY2015
ownesship. 1 Process Maturity. 1 Transition key processes (Change & Configurat
Management, Incident Management, Probler
Management, and System Monitoring) from Standarc
Rationalized level of the MOF maturity framework B
quarter FY2017
9 Control expense budget to below EOY2Qdlus inflation

through FY2018 (N.B. This portfolio is expected to pic
up new costs associated with cell phone program and
costs, currently paid by facilities. These new charges
expected tde transferred to this portfolia FY2014)

Table 35: Office Automation Portfolio Outcomes
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Support for Disaster Recovey

The gproach to disaster recovery (PDRior tothe implementation of our VDI environment
has been to issue laptopEhee have been several problems identified with this approach.
The first is that not all staff membesarrythdr laptops with thenon a routine basis, including
taking them home each nighthis means that should an event ocawsizable numbeof staff
may not have accessttoeir BPAissued laptop To compensatéor this likely problem, we

have housed laptops at our alternate tgitenable provisioning of critical staff (i.e. schedulers,
etc.) These devices needlie regularly patched and maintained if they are to remain viable,
and this activity is typically overlooked as daily support takes precedence.

Another criticaldeficiency in our current Office Automation disaster recovery strategy is being
able to handle a large ramp up in remote users should we lose datizeénter
componentsésources in the Portland/Vancouver area.

Both of these deficienciemaintaining spre laptops and accommodating renmaateesswill
bemitigated by deploying a VDI at our alternate si&hould we suffer a major disruption in

the Portland/Vancouver aewne can provide both virtual desktops and remote access from the
alternate site. Wtual desktops are centrally managedleviating the patchingnd

maintenance issues and can be accesyeshy devices from anywhere, alleviating the issue of
availability of BPA issued equipment during an emergenidye Desktop Disaster Recovery

project is scheduled to deliver these capabilities by Q2 FY2014. These capabilities can also be
leveraged in daily activitiesuch as providing load balancing of services and/or load balancing

of remote access for teleworkers during extreme weather events.
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Major FY2014 FY2016 FY2017 | FY2018 FY2019 FY2020 | FY2021
Initiatives
Sustain Transition to Upgrade to Renew MS| Recomm i) Refresh
Managed Print Enterprise endation [MEe]idijs Forklift
Services (Smart Agreement | on Laptops & Laptops &
Printing) adopting [MBEEN] Desktops
Office
Upgrade to 365
latestOffice current
Implement )
Mobile Device Win O/S
Management IE F”OWS_er
Establish tablet Of‘:'j?e sute
and smart phone gn or Office
standards 65
Comp”ance Smart Cards
used for logical
network access
Expand BYOD fully 65%
supported by penetrati
tools and on of
thin
Implement clients
Software Self
Table 36: Office Automation Major Initiatives
FY2014 | FY2015| FY2016 | FY2017 | FY2018 | FY2019 | FY2020 | FY2021
Labor $6.88M | $7.0M | $7.38V | $7.66M | $7.78M | $7.91M | $8.03M | $8.16M
Materials | $585K | $510K | $54K | $64K | $745K | $1.45M | $495K $545K
Contracts | $4.74M | $4.5M | $4.76M | $4.95M | $5.0M | $5.1IM | $5.19M | $5.28Vi
Total $12.21M | $12.1M | $12.0M | $13.26M | $13.56V | $14.46M | $13.2M | $13.98
Target
High $13.43M | $13.33M| $13.95M | $14.58M | $14.91M | $15.90M | $15.09M | $15.37M
Low $11.60M | $11.52M| $12.05M | $12.60M | $12.88M | $13.74M | $13.03M| $13.28M

Table 3.7: Office Automation Portfolio Expense Requiements

The Office Automation Portfolio hasotidentified any need for capital fuadhrough FY2021
Individual tems within this portfoliqe.g. cell phone, workstations, laptops, printers, &d.)
below the threshold to qualify for capital funding.

Although the expense budget in the Office Automation portfolio is expected to grow at or
below the rate of inflation, there are certain pressures to provide goods or services that could
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increase the rate of growth, deping on how they are addressétese pressures include the
consumerization of ITadoptingand managint¢gablet devicessmart phones, etc.) and
refreshing printers. Additionally, if we experience a large and unanticipated increasmnoy
staffing, this will result in a correspondjincrease in both hardware/software cost and
ongoing Office Automation support labor costs.
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4.0 Data Center Portfolio

TheData Center Portfoliprovides the computational resources (serv&ibgr Channel
switchesdata storage, and other infrastruetaomponents necessary to operatBfRAd s

Critical Business Systems and Enterprise Systems (see chéptex discussion of these

assets). The Data Center Portfalantains assets that the typical end users seldom think about.
However, this portfoli@oes contain services that are of interest to the most users, including
emalil (includes controlling spam email) and file services.

4.1 Goals & Objectives

The following table shows the alignment of the Data Center services objectives with the
general IT Aset Goals:

Data Center Aligns with Outcomes
Obijectives Asset Goals
Align resource ITAG 27 P | Capaciy monitoring is used to achieve optimal resource balancing of key sq
utilization with ITAG3-S and storage resources.
industry practices Capacity planning is usdo project future needs, acquiring and deploying
while providing addtional resources prior to ovaiubscribing existing resources.
capacity to meet Introduce multitiered to storage (high cost Tier 1 to low cost Tier 4) based
systemso ( performance requirements to control costs.
projected average arn Develop a practice of resource allocation based on-waidk profiles in order to
peak resource control growth and cost of resources.
requirements.
Proactively monitor ITAG 11 P | Monitoring toolsaredeployed, tuned, and scripted to automatically respond
data enter resources| ITAG2-S threshold events, preventing disruption of production services.
and services. Information from monitoring tools is merged to enable evertetation,
reducing time to restore services.
Establish proactiveonito r i n g t o o ltoseGabldstaffrioerespondlitod s
negative trends prior to an event occurring.
Deliver secure, ITAG17 P | Recurring taskareautomatedisingmanagement tools, ensuring repeatable &
reliable, efficient, ang ITAG4-S consistent outcomes.

predictable services
through the effectie
useof management
tools.

Provisioning servers adher® documented baselines.

Increasederverto-serveradministrator ratios as $taime is freed from
performing routine tasks thugh automation.

Standardize and automatata restoreand storage provisioning resulting in
faster turnaround for requested services, reduced costs, and reliable sery

25Each
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Data Center
Objectives

Aligns with
Asset Goals

Outcomes

Leverage technology|
to achieve
efficiencies.

ITAG2-P

Utilizing the increased capabilities of new hardware, we have achieved a
reduction from thé-Y2010 baseline of 1450 physical test and production
serverdo a levelof 838serverghough consolidation and virtualization, and
are now moving to achieve additional physical server reductiocezrzaiole the
convergence of two data centers and reach a target of lestObyalnysical
servers by EQY 2018

The growth of new physitaervers (and costs) is controlled through increase
standardization, server virtualization, establishing server farms, and utilizi
automated deployment.

Data center energy consumption is reduced as a direct result of reducing tk
number of physical seers from the FY2010 levels.

Optimize storage performance while reducing total cost of ownership through
implementing tiered storagand workloaebased resource management.

Modernize backup technology to reduce backup windows and to improve recovera
capabilitieto include introducing deluplicationandsnapshots

Implement capacity planning improvestorage utilizatiorand reduce storage costs.

Achieve reliable and
available services to
support and meet
BPAOs Conti
Operations
Requiremerg
(COOP).

ITAG1i P
ITAG3T S

Resources sufficiently redundant to meet Critical Business Systems failove
requirementsmoving from individual fadover to bulk failover capabilities.

Resources configured and maintained to meet systems Return toi@yserat
requirementshrough establishment of basic resources at the Munro
Scheduling Center to provide fisigtvel fail-over of commercial business
systems.

Resources engineered and maintained to meet&@usiness Systems 9%9
availability of services.

Resources configured and maintained totn@emmercial and Enterprise 89
availability of services.

Leverage replication capabilities in storage solutions and databases to prot
structured and unstructured data to ensure Return To Operations (RTO)
Recovery Point Objectives (RPO) can be f@teraging cloud offerings
where appropriate.

Establish a network operations center to enable monitoring and manageme
both datacenter and network services.

Through adesktop disasteecovery project, edidish capabilities covering both
primary virtual desktop infrastructurand remote access.

% The baseline is the number of servers needed to support the deployed systems as of FY2010. Projects
delivering new system may require new servers and servers supporting disaster recovery will could impact
reduction fronthe baseline.
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Data Center Aligns with Outcomes
Objectives Asset Goals
Services are delivere ITAG 1TP | Continuous monitoring tracks compliance with baselines and de
and asset componen| ITAG3-S unauthorized changes from the baseline.
maintained in Servers provisioned through the use of automated management tools to
compliance with each deployed server adheres to a documentetirgase
Federal laws and All changes to servehardware and softwareonfigurations are performe
regulations. following the documented change management process.
Configuration tools are used to create audit trails on configuration changes
Design and implement all dataffile transfemsonitoring and backup solutior
operate in a High to Low Security domain to reduce reskd meetsecurity
objectives.
Public Key Infrastructure (PKI) components are established and maintair
support smart card and electronic signature operations.
Pracesses and ITAG 41 P | Data Centethadware and software refreshes are sufficienmeet reliability
practicesaligned with| ITAG 21 S and security bjectives while optimizing the total cost of ownership.
industry practicesto | ITAG 371 S

deliver secure,
reliable services with
the least total cost of

ownership

Costs of new investments balanagith operations and maintenance costs to
achieve an optimized total cost of operations

Table 41: Data Center Portfolio Objectives

4.2 Asset Current State
The majo aspects of the Data Center Portfolio, described in detaivbekn be summarized

as:

1 Identifying and documenting asset business objectives, and risks.

1 Server refresh will be completing its first fiyear forklift in FY2015. The forklift
approach stvies to reduce costs, assist in meeting business objectives, and to align
efforts with migrating to new operating systems. Adopting energy efficient blade
systems as part of this forklift will ease future forklift requirements as the blades can be
refreshedvithin the same chassis.

1 Executing on the Infrastructure Virtualization and Consolidation (IVC) project to
achieve improved service delivery, adoption of best practices, improved resource
utilization, and control future operating costs. The IVC will $iion the data center
and is pivotal for achieving major outcomes associated with the data center objectives,
to include continued server consolidation, virtualization, and hierarchical, workload
based storage. This will also set the stage for consalgldte Ross and HQ data
centers into one location.
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 Earlier attempts to adopt an ITilbased operations maturity model to improve service
delivery and reduce future operating costs by aligning people, processes, and
technology with service delivery angerations has stagnated due to a lack of appetite
and available personnel bandwidth to adequately address it. Although some progress
was made with respect to process improvements, this effort is likely to remain dormant
until more highly prioritized effog are concluded.

1 Management of electronic data continues to be an important issue. A recent refresh of
the email system to include appropriate storage and retention of data has sparked new
perspectives for storage that will lead to efforts to restructatieelthckup and recovery,
seriously examine archiving practices, and shifting to worklueskd storage solutions.

1 The major software platforms supported within the data center will continue to be
updated with a strategy that uses existing technical adnaitive staff to deploy new
versions, while striving to limit costs through effective life cycle management. These
include SQL, Oracle, SharePoint, Windows, and Exchange.

1 Higher levels of effective security will be achieved through adoption of a Network
Operations Center (NOC) to monitor and report on both data center and network
resources, as well as establishment of separated production, test, build, and
development environments through the IVC project to meet regulatory requirements for
separation of digs and reduced insider threats.

The current status of the data center assets is discussed in detail below.

The Data Center Portfolioncludes838servergo support development/testing, production and
failover (Alternate Data Center) environments athefbeginning of FY2014. These servers

are primarily located in Headquarters and at the Ross Complex. Servers are also located at the
Alternate Data Center to provide COOP capabilities for the Critical Bus8ystems, and at

several of the fieldites.In FY2014, servers will also be deployed at the alternate scheduling
center to support disaster recovery for certain-critical systems, virtual desktop

infrastructure, and remote access. Nineteen distinct Storage Area Network (SAN) systems are
deployedo provide 1.2PB of storage capacity to these servers, of which 650TB hosts actual
data. Eight of the nine legacy SAN systems will have their data migrated and be retired by the
end of CY2014.

DCM successfully introduced server virtualization on a massbale for Critical Business
Systems, hosting betweerni &0 virtual servers per physical server hastwell as Tripwire

for configuration monitoring, and provisioning practices to speed up server deployment,
improve consistency of build, and increalse humber of servers managed per technician. We
are continuing to execute on consolidation and virtualization of server resources by leveraging
those same technologies and introducing blade servers to act as the hosts ifGB& non
environments. Althoughot all servers are candidates for virtualization and projects are
delivering new requirements for servers, DCM and other efforts have reduced the number of
physical servers bgpproximatelyd0% fromthe initial baseline. These servers will adhere to
rigorous hardware standards and software baselines. At the same time, we examined a strategy
for adopting appliances. Appliances are combinations of servers and storage optimized to

27ITIL, Information Technology Infrastructure Librarig a set of concepts and practiceslfdormation
TechnologyServices Managemenfl(SM), Information Technology (IT) development and IT operations.

2/18/2014 Pageb4 of 106 ?



http://en.wikipedia.org/wiki/Information_Technology
http://en.wikipedia.org/wiki/Information_Technology
http://en.wikipedia.org/wiki/ITSM

B ONNEV I L L E P O W E R A DM I NI § TR AT 1 O N

2/18/2014 FY 2014 BPA IT Asset StrategyPlan

perform functions. The promise of appliances is lower total cost of owpéhsbugh a
combination of optimized hardware and optimized management practices. We have adopted
the Oracle Exadata appliance, but email and SQL evaluations revealed that wbddedd

units in farm configurations were a better fit.

While recent attemptto implement storage management tools have been marginally successful,
progress has been made, and tools that were not satisfactory have been removed. It is still our
intent to improve these tools in order to perform resource capacity planning to duglee
efficiencies, optimized resource utilization, power reduction, automatic provisioning, and
configuration management. Fortunately, other efforts such as the adoption of thin provisioning
and deduplication have enabled us to keep the growth of phstorage space capacity

relatively flat at 10TB per month. However, these technologies will not hold the line much
longer, and new approaches must be undertaken to manage not only the performance of the
infrastructure related to demand, but to also rgarhe data itself through categorization,
retention, and archival processes. All efforts will seek to optimize the cost per TB of storage
while meeting specific performance requirements.

The past practice of completely centralizing storage and shaengaily among all demands
worked well at the time for the volume of data being created and/or consumed. However, the
increased volume currently in place has driven an approach of isolating the various workloads
demanding storage resources. It is not figgustainable in the long run to simply add storage
spindles in order to alleviate I/O performance issues or space capacity growth. The Oracle
Exadata database appliance has been adopted to address Oracle resource requirements, email
has been migrated tocalized simple disks in a farm configuration, and SQL database

demands are being evaluated with an eye to isolating those workloads with the use of Flash
technologies. A key component for effectively identifying how best to approach specific
workloads § a tool that caprovide analytics for storage objects, allowing us to move data to

less expensive solutions based on specific criteria such as frequency of access. This is expected
to enable tiering the storage of data to match its needs, includingdlod lowcost cloud

storage. Total cost of ownership, network considerations, reliability and performance will lead
to selection of an optimal solution for archiving. These various approaches are likely to present
a challenge to our current data backupatalities, which were based on practices viable

several years ago, in spite of successfully mitigating the backup windows for a short period

with faster tape libraries. We currently find that we retain approximately fifteen copies of all of
our data at angiven time, and current strategies available in the industry offer a much greater
efficiency while meeting reliability requirements. Our responsible infrastructure organizations
will address this issue in the near future.

On average Microsoft releasemajor version upgrade to its server operating system
approximately every three to five years. The last release was late calendar year 2012.
Typically it takes time to understand the operational impact of a new operating system and then
develop documentebaselines for deploying the new operating system. We usually adopt a

new operating system approximately2@ months after release; however, historically, due to

the lack of a cohesive program to migrate to the new operating system and the timesand cost
involved across multiple organizations to test systems on the new operating system, we
straddle multiple versions of an operating system for several years. This increases costs and
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reduces overall security as we must manage security patches andgssssnultiple

versions of an operating system. We have a similar situation with databases. At this point in
time, we have major release of the server operating systems (Windows Server 2012), and the
databases (Microsoft SQL 2012 and Oracle 12c)vileawill need to deploy. We recently

released Exchange 2010 and SharePoint 2010, but will be behind on those versions shortly.

As IVC continues to progress, it will deliver logically, and sometimes physically, separated
environments for conducting produanti, test, build, and development activities. This will

allow us to update our strategies to improve controls over these environments and meet Federal
guidelines for separation of duties and protection of critical infrastructure. In a separate effort,

a Netvork Operations Center (NOC) is being developed that will provide independent

oversight of these new controls, as well as-tiead identification and response to

infrastructure weaknesses and/or failures.

The Data Center continues to represent a rigetdor achieving greater efficiencies while
improving service delivery and reducing euar costs. This includes-place improvements

in efficiency for some systems, as well as moving to cloaskd solutions when system

refreshes approach and totastof ownership supports the transition (e.g. examining cloud
solutions for hosting email, development activities, or external web services). The DCM

project was initiated in FY2009 to take advantage of, and to realize, these efficiency
opportunities spefically for CBS. Current expectation is the IVC will build on the success of
CBS work to expand the efficiencies gained and apply them to th€ B8renvironments by

the end oFY2016.This should result in an alignment of people, processes and technology

with service delivery and operations. This means ensuring we have processes in place to take
advantage of the new capabilities being delivered through the project, both enhanced hardware
capabilities and software management tools. The IVC project widlfarther develop the

policies and practices needed to achieve efficiencies and ensure operational reliabilities. We
also need to ensure our people understendto take advantage of these capabilities and are
following processes based on industry beatpces to maximize the bensfirom these new
capabilities.

A summary of how the data center is currently meeting its objectives is presented in Table 4.2.
The arrows follow the same contem as outlined for Table 3.2.
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Data Center Status Meeting Comments

Objectives

Objectives

Maximize resource
utilization while
providing capacity to
meet system
projected average and
peak resource
requirements.

*

= =

Collection of capacity data has improved with the ateérirtual
environments.

Server virtualization has increased physical hardware utilization.
IVC project will recommend and implement additional automation fo
data collection, and methods to consolidate further.

IVC has worked to develop storage neeld purchased the switching
and storage devices to meet requirements and begin shifting to wer}
based storage.

Proactively monitor 1 Hardware resource monitoring is well established.
data center resources Y 9 Service monitoring is improvintprough leveraging existing
and services. technology and researching advanced tools and methods.

9 Storage monitoring tools initially failed, but have been replace
and are progressing.

1 Move from System Center 2007 to 2012 is experiencing slow
adoption.

Deliver secure,gliable, 1 Windows Sever 2008R2 baselines have been established.

efficient, and > { Simple use of imaging is currently employed, and more advan

predictable services automation for déery of base images and layered application

through the effective has been started.

use of management o Automated deployment of the Operating System has been

tools. implemented in development using System Center

Configuration Manager.

Leverage technology tq 1 Use of Systems Center modules to manage the environment i

achieve efficiencies. > slowly growing, and gaps are being filled by other products to
manage patch delivery and application.

9 The BITA has established standards placing a priority on
virtualization and establishingrtual farms and limiting physical
servers.

Achieve reliable and Alternate Data Center is dime for Critical Business Systems.
available services to >

support and meet
BPAG6s Cont
Operations
Requirements (COOP)

= =4 =9

Sone redundancy has been achieved between HQ and Ross.
Business Continuity efforts are continuing to identify the next
level of business functions needing continuity support for their
automation.
AlternateScheduling Center is being buitt improve COOP/DR
capabilities.

Services are delivered 1 NIST-based server baselines are being used for new buildg
and asset components ’ USGCB compliance is built in to desktop igess.

maintained in 1 Automated tools for monitoring and validating configurat
compliance with baselines have been implemented.

Federal laws and f Automated patch management tools and processes are
regulations. improved to increase operatiomaliability and system security.
Processes and practicg 1 Some base processes were improved through ITIL and MOF,

aligned with industry
practices to deliver
secure, reliable service

with the leastT CO.

further progress is on hold.

Table 4.2:Status ofData Center Portfolio in Meeting Objectives
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The Desktop Modeimation Project (DMP), while primarily an Office Automation initiative to
provide virtual desktops to employees and contractors, deployed an architecture consisting of
blade servers and centralized storage to service approximately 2500 persons. Althdugh DM
was responsible for the acquisition of these resources, their support and maintenance has fallen
within the Data Center Portfolio and placed upward pressure on the number of physical servers.
This is expected to occur again as the virtual desktop tnicdsre is replicated into the

Alternate Scheduling Center in order to provide COOP/DR services. Similarly, the federal
telework initiatives may also require additional resources to support increased remote access
from teleworkers.

A challenge that wasating the data center portfolio is the shift in the cost of servers. In prior

years the individual cost of servers exceeded the threshold for capital expenditures. With
advances in technology, the data center standard server fell below the capitaldfedho

would now be an expense cost. The advent of blade systems has reversed this trend, as the cost
of individual blade servers to refresh the architecture remains above capital thresholds. The

IPR budgets were built with the assumption that capitalwmould be used to replace servers

that failed between refresh cycles, and that will now continue.
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Thelnfrastructure Virtualization and Consolidation project (IVC) was designed specifically to
address the knownsks to the Data CentepRfolio. As this project progresses, all of the
identified portfolio risks have been mitigated to acceptable levels. The following table

describes those risks.

ID Risk Mitigation
Risks Mitigated to
Acceptable Levels

DC1 Failure to deploy servers in Server operating system baselines have been established and
documented security baselines to | automated deployment processes provision VMs with those
meet operations objectives. baselines.

DC2 Failure to maintain server in 1 Tripwire and SCCM havéeen deployed to monitor compliang
documented security baselines to with baselines
mee compliance requirements 1 SCAP compliance monitorinig periodically conducted.

DC3 Failure of Joint Telecommunication| Consolidate to JTS rooms being prepared by facilities to meet p
Service (JTS) Rooms to have and cooling requirements for high availabilitpart of Data Center
adequate condition power and Modernization Project
coding to meet availability
requirements.

DC4 Failure to implement capacity VMware Capacity Planner has already been deployed and is
planning leading toither over collecting information for capacity planning. We need to incorpor
subscribing (degraded performance that data into deployment strategiesl avercaone concepts of
or undersubscribing (idle servers). | resourceownership. Elasticity of VMs allows resources to meet

demands efficiently.

DC5 Failure to implement proactive IVC Projectis implemening monitoring tools and processto move
monitoring to prevent service IT from readive to proactive monitoring.
disruption.

DC6 Failure to adequately staff, with Data Center Modernization Project will provide training and iden|
sufficiently trained personnel skill and staffing levelsequiredto maintain capbility but will not
leverage monitoring and automated| provide ongoing staffing levels
solutions.

Table 43: Data Center Portfolio Risks
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Portfolio Benefits Challenges/Issues Asset Portfolio Outlook
Strategy
Implement TIMonitor health and status of| { Tuning alerts to reduce falg Key element of thévC
management hardware and servisavith positives/chatter Project is teextend

toolsto monitor
and maintairdata
center assets.

alerting

fEnablecapacity planningo
optimize resource utilization,

{Monitor configuration
baselines to maintain
operational reliability and
security posture.

flLongterm, reduce cost of
operationdy transitioning
from reactive to proactive
maintenance

1 Developing corrective
saipts to take proactive
actions.

1 Instilling discipline and
creating culture to embrace
monitoring and proactive
mantenance

1 Establishing a monitoring
team to leverage and
marege capabilities

monitoring of

9 Servershealth

9 Configuration monitoring
9 Service performance

Implement
automated
services to
provision new
equipment wih
certified
baselines, mable
proactive event
scripting,and
enable rollbacks
of unauthorized
changes.

fEnables deployment of
devices provisioned with
certified baselines increasing
operational reliability while
reducing costs.

IEnables execution of
predéermined automated
actions (scripts) based on
monitoring thresholds.

9 Selection and
implementation of software
that links workflow with
license tracking
software/database.

1 Need to identify titles for
self-service.

9 Need to enable automatic
delivery of titlesto users

findustry best practices
currently embrace adopting
and expanding IT
automation as a key
component of increasing
operational reliability and
reduction of ongoing
operating costs.

Consolidate and
virtualize servers,
(Note: ITDR and
new projects ray
require addition
of new servers;
however,
virtualization will
minimize the
impact from new
requirements).

{Reduces number of physical
servers leadingotlower
hardware costs, licensests,
lower staffing levels/costs,
and lower power
consumption.

IEnabes reduction of data
centers and associated
resource/maintenance costs

1 Requires use of
management and
monitoring tools to achieve
and maage consolidated
and virtualized servers.

findustry best practices
embrace adopting and
expanding server
consolidatiorand
virtualization to reduce
ongoing operating costs
(licensing costs, hardware
costs, and labor costs) as
well as reducing carbon fog
print with associated
reduced power and cooling
costs.

2/18/2014
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Portfolio Benefits Challenges/Issues Asset Portfolio Outlook
Strategy

Implement tiered
storage.

fReduces total cost of storag
while reducing overhead
associated with data backup
and recovery.

9 Data retention needs to be
more widely defined and
enforced

9 Data archiving needs to be
defined and addressed

9 Overcominghesitation to
employ cloud services.

fimplementing tiered storage
is a key component of
industry best practices to
control the growth, costs,
and power consumption
associated with storage.

Adopt 5 year
refresh cycle:

Optimizes total cost of
ownership wih operational
reliability and stability.

fReduces cost and potential
disruptions associated with
migrating systems to new
hardware.

9 Longer lead time in
adopting and implementing
new technology and
capabilities.

9 Higher maintenance costs
over 3 year refrestycle.

{IMajority of industry has
adopted a 3 to 4 year serve
refresh cycle with 3 years
being the norm for high
transactional, high
concurrent user
organizations

MBPAG6Gs sylsw em
transactional, low concurrer
usersystems witlemphasis
onsystem stality. A5
year cycle optimizes total
cost of ownership and
system stability for BPA.

Align operating

Minimizes cost and

1 Longer lead timdor

1J intends to minimize labor

systemand disruption of migrating to adoption of operating and testing costs by alignin

database new operating systems and |  systemand database new | move to major releases of

upgrades with databases by coordinating features/capabilities. operating system and

hardware testing and deployment with databases with the five yea

refreshes. rollout of replacement server refresh cycle.
hardware.

Develop fLeverages reliability and 1 Additional or incrased {Federal government is

approach for
cloud services.
Candidates for
the cloud include
1 Email
1 Web
conferencing
1 Web presencg
9 Archive
Services
9 Dev activities

economy of scale of large
data centerselveraging
cloudds inher
o High reliability
o Site failover
0 Backup/recovery
o Archiving
o eDiscovery
0 Hardware refresh
0 Monitoring
0 Security device

I Moves servers out of BPA
data center into highly
optimized data centers with
lower cost of operations dn

lower carbon footprint

bandwidths for circuits to
cloud based services may
offset savings

9 Performance of cloud base
services needs to be
monitored and managed.

9 Security risks need to be
evaluated and assessed.

1 Interoperability $sues need
to be evaluated.

moving to cloud based
services with agencies like
USDA and GSA leading the
way moving to email cloud
services

1J is conducting amall scale
pilot to investigate benefits
and drawbacks to adopting
cloud basd services

2/18/2014
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4.5 Asset PortfolioOutcomes

Data Center
Objectives

Portfolio Strategy

Asset Portfolio Measures

Maximize resource utilization
while providing capacity to
meet systemsdd
projected averge and peak
resource requirements.

1 Implement management tools
1 Consolidate and virtualize servers
1 Implement tiered storage

1 Reduce currerfteet of 838 physicalservers to
4000r fewerby 4™ quarter FY2016

1 Non-infrastructure production server resairc
utilization average is greater than 45% during cc
business hours by end df quarter FY2016

Proactively monitor data
center resources and service

1 Implement management tools
1 Implement automated services

1 Enable monitoring on alVC production severs
key resources (e.g. CP¥Eic) as servers are plate
into production with monthly usageports and
reattime snapshotbeginning 4' quarter FY2015

1 Enable monitoring of all SAN disk space 5§ 3
quarter FY2014vith monthly usage reportnd
reattime snapshotseginning in 4' quarter
FY2014

Deliver secure, reliable,
efficient, and predictable
services through the effective|
useof managemertbols.

1 Implement management tools
1 Implement automated services

1 Enable capacity planning fatl producton servers
and SANdevices, providing monthly reports
beginning &' quarter FY2014

Leverage technology to
achieve efficiencies.

1 Implement management tools

1 Implement automated services

1 Consolidate and virtualize servers

I Implement tiered storage

9 Developapproach for cloud services

9 Adopt 5 year refresh cycle

9 Align operatingsystemand database
upgrades with hardware refreshes

9 Reduce~Y2012energyconsumption for
production by20% by EOY2016coincides with
migration to new environment delivered BC).

9 Through EOY2016 lasorb inflation and maintain
operations and maintenancestsof data center at
or belowEQOY2012levels

Achieve reliable and availablg
services to support and meet
BPAOs Continui
Operations Requirements
(COOP).

1 Implement managemetools
1 Implement automated services

9 Exercise COOP plans for Critical Business
Systems twice a year.

9 Extend telework capacity to 7120of BPA
personnel by EOY2015

9 Develop norlCBS COOP/DR capability and
exercise twice a year.

Services are delivered and
asset components maintaine(
in compliance with Federal
laws and regulations.

1 Implement management tools
1 Implement automated services
I Implement tiered storage

1 Implement configuration monitoring for a
production serverswith monthly compliance
repors by 4" quarter FY2015

Processsand pratices
alignedwith industry practicesg
to deliver secure, reliable

services with the least total

cost ofownership

1 Implement management tools

1 Implement automated services

1 Consolidate and virtualize servers
1 Implement tiered storage

1 Selfservice provisioning is enabled by EOY201

2/18/2014
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4.6 Future Initiatives
Major FY2014 FY2015 FY2016 FY2017 FY2018 FY2019 FY2020 | FY2021
Initiatives
Sustain Refresh Replace data Replace data [MzEIESIRYBIES Il Refresh Refresh | Refresh
IVC Bld2 badkup LET (TRl $350K C (50TB) Dev/Bld data solid
storage $1.0M C, storage backup | state
$3.a0M C $250K E $25MC $1.0M disks
(55078B) C $500K E
Refresh Isolate SQL | Refresh IVC Refresh Refresh IVC Refresh
IVC Bld2 Storage nonblades Exadata blades IVC non
Servers $200K E $240K E $2.0M C, $23MC blades
$2.36M C $400K E $240K E
(introduce
blades)
Refresh Refresh
CBS Servers CBS
$1.0M E Servers
$1.0M E
Refresh Refresh
CBS storage Prod/ITE
controlless storage $4.5M
$120K C C
Refresh Refresh CBS
CBS Dev Storage
storage $3.5M C
$820K C
Migrate DMZ/Dev DMZ/Dev  Cloud DMZ/Dev DMZ/Dev DMZ/De DMZ/Dev
DMZ/Dev to Cloud Services $10K E Cloud Cloud v Cloud Cloud
cloud Services Services Services Services Services
$440K E $100K E $120K E $200K E $200KE $200K E
Migrate email Email Cloud Email Email
to cloud Services Cloud Cloud
$410K E $720K E Services Services
$720KE  $720K E
Compliance
Expand Add 200TB Add 200TB Storagdg Add 200TB Add 200TB | Add Add
Storage $300K E Storage Storage 200TB | 200TB
$300K E $300K E $300K E Storage | Storage
$300K | $300K E
E
Integrate
Solid State
Disks $500K
E
Table 46: Datacenter Major Initiatives
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JND | FY2014 | FY2015| FY2016 | FY2017 | FY2018 | FY2019 | FY2020| FY2021
Labor | $3.1M | $4.0M | $4.2M | $4.4M | $4.8M | $4.9M | $5.0M | $5.1M
Materials| $690K | $870K | $981K | $1.1M | $263K | $1.15M | $1.2M | $1.25M
Contracts. $2.9M | $3.2M | $3.5M | $3.5M | $3.5M | $3.6M | $3.7M | $3.8M
Total | $6.69M | $8.07M | $8.48M | $9.0M | $8.56M | $9.65M | $99M | $10.15M
Table 4.7: DatacenterPortfolio DatacenterExpense Requirements
JNI FY2014 | FY2015| FY2016 | FY2017 | FY2018 | FY2019 | FY2020 | FY2021
Labor | $2.9M | $255M | $264M | $2.63M | $2.6™ | $2.7IM | $2.75M | $2.8V
Materials| $471K $0 $0 $0 $0 $0 $0 $0
Contracts| $31&K | $323K | $28K | $28K | $1.06M | $1.07M | $1.09M | $1.11M
Total | $329M | $2.8™M | $2.92M | $2.92M | $3.73V | $3.78V | $3.8M | $3.9M
Table 48: DatacenterPortfolio Infrastructure Expense Requirements
JSO | FY2014 | FY2015| FY2016 | FY2017 | FY2018 | FY2019 | FY2020 | FY2021
Labor | $4.9™M | $5.3M | $5.25M | $5.36M1 | $5.13V | $5.06M | $5.16M | $5.26M
Materials| $312K | $32&K | $33/K | $351K | $36K | $379K | $394K | $408
Contracts] $760K | $773K | $805K | $838&K | $871K | $906K | $940K | $976K
Total | $6.0M | $6.4M | $6.3M | $6.55V | $6.3™M | $6.35M | $6.49M | $6.64M
Table 49: DatacenterPortfolio Operations Expense Requirements
JCO | FY2014 | FY2015| FY2016 | FY2017 | FY2018 | FY2019 | FY2020 | FY2021
Labor | $900K | $961K | $976K | $990K | $997K | $1.01M | $1.03M | $1.08M
Materials| $0 $1.0M $0 $0 $0 $0 $1.aM $0
Contracts| $1.48M | $2.73V | $2.8™ | $2.9M | $2.96M | $3.0M | $3.06M | $3.1IM
Total | $2.38M | $4.6M | $3.85M | $3.9IM | $3.%BM | $4.02M | $5.09M | $4.16M
Table 4.10: DatacenterPortfolio CBS Expense Requirements
Combined| FY2014 | FY2015 | FY2016 | FY2017 | FY2018 | FY2019 | FY2020 | FY2021
Labor | $11.4M | $12.8M | $13.0M | $13.38/ | $13.6M | $13.68V | $13.9M | $14.2IM
Materials| $1.47M | $2.1M | $1.32M | $1.45M $630K $1.53V | $2.5aM | $1.66M
Contracts| $5.46M | $7.0M | $7.46M | $7.5M | $8.3M | $8.5M | $8.7M $9.aM
Total $18.4M | $2203M | $21.8M | $22.3M | $22.6M | $23.8M | $25.3M | $24.80M
Target
High $20.24M | $24.23M | $24.02M | $24.60M | $24.88M | $26.18M | $27.85M | $27.34M
Low $17.48M| $20.93M| $20.75M | $21.25M | $21.49M| $22.61M | $24.06M | $23.62M
Table 4.11 DatacenterPortfolio Combined Expense Requirements
FY2014 | FY2015 | FY2016 | FY2017 | FY2018 | FY2019 | FY2020 | FY2021
Total | $5.36M | $1.9M | $1.0M | $350K | $10.0M | $4.8M | $1.0M $0
Target
High | $5.89M | $2.13M | $1.1M | $385K | $11.0M | $5.28M | $1.1M $0
Low | $5.09M | $1.84M | $950K | $333K | $9.5M | $4.56M | $950K $0
Table 4.12 DatacenterPortfolio Capital Requirements
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5.0 Network Portfolio

The services delivered through the Network Rdidfcan best be described as utility services
in the sense that end users expect the services to be available without thinking about them, just
like the electric power in their offices. As a result, these asset objectives tend to have an
internal IT aspet to them. However, video conferencing, tptesence, and mobile
connectivity are areas where business units and IT can partner to develop network service
objectives and strategies to maintain or enhance existing services, and to implement new
servicessuch as wireless access points, where requirements dictate.

5.1Goals & Objectives
The following table shows the alignment of the Enterprise Networking and Voice & Video
services objectives with the general IT Asset Goals:

Network Aligns with I T Outcomes
Objectives Asset Goals
Provide secure and ITAG 1iP® 1 Detection angrevention (ISE / NAC) ofinauthorized access.
reliable voice and data ITAG37S { Capacity andedundancy to meet general availability and return to
network services to operations objectives, and specific Continuity of Operations (COOP)
enable tha8PAto objectives.
performits functions and  Sufficient network capacity utilizing modern circuits to ensure quality
to coordinate and service (low léency) to enable users to effectivalyd efficiently access
communicate internally IT resources to perform their jobs.
and externally.  Reliable phone services to enable Bi?A to coordinate and communica
internally andexternally {/olP).
1 Secure remote accessBBA IT resources.
Leverageechnology to ITAG 371 S 1 Reliable video conferencing and tgleesence capabilitie¥6IP).
meetBPA business 1 Secure and reliable wireless access.
objectives. | Secure and reliable services for mobile users.
1 Unified messaging/communication capabilities ai@vigled {/olP).
9 Continuous monitoring program tracks performance and utilizatio
order to predict and proactively mitigate performance issues.
1 Access, security (firewall), and adequate bandwidth to the public int
are sufficient to meet emergingpad computing requirements.
BEach objective relates to a single priasecongarygaak |

indi cated
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Network Aligns with IT Outcomes
Objectives Asset Goals
Services are delivered arn ITAG1iP 1 Continuous monitoring program tracks cdiapce with baselines an
asset components ITAG 3-S detects unauthorized changes from the baseline.
maintained in compliance f Risks mitigated to acceptable levels to enable BRA to perform its
with Federal laws and functions.
regulations. 1 Begin network migratiomo uselPv6 (FY2014).
i Externalfacing connections are Trusted Internet Cotinec (TIC)
compliant.
I Smart Cards used in two factor authenticafimnnetworkaccess (ICAM
project).
9 Separation of duties supported through network segregation and Crit
Business systensegregated in a secure network enclave
1 Expand remote acceds align and enable Federal Telework directi
(DMZ Project).
9 System Security Plans (SSP) are documented and approved.
Proceses and practices ITAG 471 P 1 Network hardware and software refreshes sufficient to meet relia
aligned with  industry ITAG 271 S and security objectives while optimizing the total cost of ownersh
practices to  delive ITAG3-S f Costs of new investments balanced with operations and maintenz

secure, reliable servicg
with the least total cost @

ownership

costs to achievan optimized total cost of operations.
1 Logical Access Control is transitioned to Networking in FY2014.

Table 5.1: Network Portfolio Objectives

5.2 Asset Current State

The major aspects of the Network Portfolio can be summarized as:

1 Identifying and doamenting asset business objectives, risks, and associated metrics

1 Implementing network segmentation architecture

1 Expand monitoring and reporting capabilities to improve security, meatdHnepair,
network reliability and availability, and predictiverfimance trending.

1 Expand outsid®f-networkmonitoring data integration to improve IT monitoring
capabilities, security, and accessibility.

1 Expand firewall administration and advanced packet analysis staff capabilities to
improve security, service delige and achieve additional efficiencies.

1 Improving component conditions to meet business demands, and to achieve compliance

with Federal mandates relating to IPv6 and Trusted Internet Connections (TIC).

The current status of the network assets are disdusgletail below.

The current Network Portfolio includes 1000+ network devices and 7 PBX systems spread

across a four state region. The average lifecycle varies for network, voice, and video equipment

with network equipment averaging seven to nine yeaise averaging twelve to fifteen years,
and video averaging eight to ten yedrse cabling in headquarters and portions of the Ross
Complex were recently upgraded to CAT 6 to provide 100 mb/s connectivity to the desktop.
The remainder of the Ross Comylis scheduled to have its cabling infrastructure upgraded to
CAT 6 in FY2014 as will the Bell site in order to support the VoIP requirements of the
adjacent scheduling center. In addition, the next few years will reveal a number of building
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constructiorandremodel projects across the region. It is imperative that IT work closely with
the Facilities Management groups to align asset plans in order to:
1 Ensure that Facilities programs the funding for cabling (as network cabling is a
common building resourcg&milar to electric cabling)
1 Network cabling meets defined standards
1 Location of ancillary network equipment is properly architected

The network has been providing solid performance over the last five years with no service
disruption of core services Headquarters or the Ross Complex. Branch offices have seen
minor disruptions due to issues wéhternal circuit providers resulting from fiber being cut or
other issues that are generally quickly resolved. The majority of service disruptions to field
sites are the result of unconditioned power used to resiterequipment in remote locations,
and it has proven to be cost inefficient to attempt to provide conditioned power in these
locations. Managing this diverse and disparatdlection of assets ass a large geographic
area offers distinct and daunting challenges, requiring a phased and iterative process that can
span multiple fiscal and calendar years and include the coordination and cooperation of IT,
Transmission Services, Power Services, awnarigty of governmental and private sector
service providers.

Several OMB mandates and other upgrade/modernization projects will drive the network
portfolio to modernize equipment and cabling in the coming years. Specific technologies on
the near horizo include IPv6 compliance, expansion of wireless services, LAN/WAN

bandwidth upgrades, ubiquitous computing (tablet computing), and broadcast streaming media
services such as VolIP and video. It is expected that the business will make selective moves to
cloud services over the coming years, which will require the Network portfolio to ensure
access (circuits generally public internet) and security (firewall) and bandwidth to meet
business demands.

Due to relatively long lifecycles, the replacement ef élging Network Portfolio equipment
requires acquiring new network, voice, and video hardware compliant with our standards for
Internet Protocol version 6 (IPV6), Simple Network Management Protocol version 3 (SNMP
V3), Syslog, Quality of Service (QQPower Over Ethernet (PoE), Unifigs@ommunications
(UC), and Voice Over Internet Protocol (VolP). It is necessary to continue to acquire
compliant components now in order to migrate to new capabilities in the very near future, for
example to migrate to IPV& OMB mandate) in 2015 and VolP (enhanced bussasie),

as well as enabling a steady approach to the adoption of select cloud seried¢etwWork

End of Life Schedule can be seen below:
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ASSET REPLACEMENTBY YEAR
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Figure 5.1: Network Components End of Life Schedule

A review of our leased network circuits reveals that increased bandwidth and redundancy will
be required to support those services, resulting in higher annual service contract costs for
leased circuits. These same pressures will drive the need to upgrade local cabling plants in
several locations throughout the agency in the near fufiire.demand to support the

upcoming services outlined above are likely to dthis portfolio to experiete a neaterm

jump inexpenseaequirements, followed by axpenseyrowth rateequal tothe rate of inflation.

While wireless capability has been added to the Headquarters location, the steady increase in
demand for mobile services will drive the expansof those services to other locations such as
the Ross Complex and Park Place. The rate of deployment of these services has been
somewhat hampered by the convergence of the conflicting desires of client flexibility and
corporate control. Providing operotility for our employees and internet access for guests,
while keeping the network secure drebpingacceptable use within appropriate boundaries,
continues to provide challenges although forward progress remains slow and steady.
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Network Status Meeting Comments

Objectives Objectives

Provide secure and
reliable voice and data
network services to
enable the BPA to
perform its functions
andto coordinate and
communicate internally
and externally.

\ 4

BPAOGs t el e asthatkbone has albngstanding
reputation for delivering secure, reliable, and highly available
voice and data services throughout the BPA.

Power fluxes at some substations are producing momentaryfl
network services. Services dypically quickly restored.
Business impact has been minimal.

Parts availability becomes an increasing challenge as system
approach end of life, risking continued reliability.

Secondary circuits are not able to provid@nectivity with
sufficient bandwidth whe primariedail.

Leverage technology tq
meet BPA business
objectives.

Through the use of proven, scalable technologies and ada
low-latency, higpavai | abil ity archite
needs and objectives have beend avill continue to be, me
and/or exceeded.
BPA must evolve WAN circuits to provide sufficient bandwidth
support emerging business requirements such as stre
videol/video broadcast, VoIP, and video teleconferencing.

Continue to replace existing CAleTable plant with CAT6 LAN
cabling to support increased LAN bandwidth requirements.
Telecommuting and expanded business outreach is gene
increased usage of the BPA audio conference system and ci
Adoption of VolP and Unified Communications hihcrease the
reliability and capability of these systems.

Services are delivered
and asset components
maintained in
compliance with
Federal laws and
regulations.

Although late in meeting Federal mandates to operate

protocols on the network, momentum is building to mak
concerted effort to move this initiative forward. The business

to accomplish this has been quite low to date.

Federal initiatives across the government for Trusted Intg
Connection (TIC) havdanguished in budget sbacks for some
years. However, there has been sufficient progress in this a
have some agencies that BPA communicates with demang
communication utilize TIC. We will have to address this V
soon.

Process and practices
aligned with industry
practices to deliver
secure, reliable service
with the least total cost

of ownership.

Although some effort has been expended to adopt a ma
model and advance along its curve, adoption has been very s
materialze. This is not unique to the network portfolio, but rat
system across all of the IT organization.

2/18/2014
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5.3 Risks

ID Risk Mitigation

NP3 | Failure to implement and leverage| Implement purchasing guidelines requiring the inclusion of
the necessary managerhand management and monitoring tools, plans, and methodologie
monitoring tools to enable be implementeavith each new purchase. Since Cisco is our
expansion, maintenance, primary provider, inculcate their native management and
troubleshooting, and reportiran monitoring tools into daily operations of the netwdrkverage
existing and future networks. additional Sunflower modules to effectively track status of
Likely Minor network component inventories.

($100K- $1M)

NP4 | Failure to position and prepare Work closely with Cyber Security to maintain existing securil
BPA's systems and services to me infrastructure Intrusion Detection Systems (IDS), next
emerging security threats. generatiorfirewalls, ISE/NAC, etc.) while harnessing emergir
Likely Minor technologies and methodologies to further enhance our secl

($100K- $1M) coverage.

NP6 | Failure to plan, prepare, and Establish business plan apbject proposal to meet this
position resources to migrate to | regulatory requirement.
IPV6.

Likely Moderate
($1M - $10M)

NP7 | Failure to plan, prepare, and Establish business plan and project proposal to meet this
position resources to migrate to | regulatory requirement. Work closeljtivDOE to ensure
TIC. adequate service availability.

Likely Moderate
($IMT $10V)

NP8 | Internet bandwidth could be Track utilization growth patterns with Cisco monitoring tools,
consumed at a higher rate or large collectexpected capacity increase requirements from
peaks than can be met by capacity MyPC/Mobility and cloud initiative efforts, and predict
Likely Moderate timelines for service upgrades. Implement annual disaster

($1M - $10M) capacity testing.

NP9 | Video conferencing and Leverage network assessments being performed through cu
collaboration demais may VolIP project, along with Cisco monitoring information, to trag
overwhelm network performance. | and predict network bottlenecks, and plan appropriate upgre
Likely Moderate

($1M - $10M)

NP10| Convergence of data and voice Inventory all building cable plants to determine upgrades
networks may drive up nesgrm required to converge data and voice onto the same infrastru
budgets. Crosstrain or restaff to meet skills needed foicanverged
Likely Moderate voice and data network.

($1M - $10V)

NP11| Convergence of IT and OT networ| Begin dialogues early to identify insipient issues around
organizations may impact work standards, operational norms, gap analysis, etc.
plans.

Pos#ble Minor
$100K- $1M
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ID | Risks Mitigated to Acceptable Mitigation

Levels

NP1

Failure to procure network
components and application
software to support network
standards to enable the evolution |
the network to support IPv6,
SNMPv3, Power over Etheeh
(POE), multicast, fault tolerance,
and Quality of Services (QOS).

All of these capabilities were included in purchasing
considerations. At the same time, this risk was mitigated by
most major vendors developing these capabilities as standa
for theirequipment.

NP2

Failure to adequately train staff wil
to ensure staff can support evoluti
of network to support new
technologies and management
techniques.

Annual training budget has been provided to each organizat
In addition, training elements arequired in all new project
efforts.

NP5

Failure to replace systems at or n¢
End-of-Life, particularly the BPA
voice messaging system

Network equipment refresh project is planned for FY2015 fo
general equipment, based on @idife information, and
capability and performance requirements. VoIP project is
currently underway for Munro, and will continue to HQ/Ross
FY2014/15.

Table 5.3: Network Portfolio Risks

E
<
2
%_c'
z
il
Insig. Minor T Mod. Major Extreme
Figure 5.2: Network Risks
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I § T R A T 1 O

Portfolio Strategy Benefits Challenges/Issues Outlook
Execute on 9 Provides for 1 Long lifecycles for network 1 Phone and network systen
established refresh orderly, non and phone devices results in must achieve 99.99%

cycles to optimize
total cost of
ownership.

disruptive, and cost
effective insertion
of new technology.

delays in implementing new
technology and deploying
new capabilities.
1 Next network refresh cycle
will need to plan for:
o Implementation of IPv6
o Expanding Voice over IP
to HQ and Ross.
Increased adoption of
telecommuting/mobility
places greater demand or]
conference bridge system
andcircuits.
Expanded wireless acces
points with integration intg
network
Possible deployment of
soft phones

(0]

o

availability or better. While

past experience has

demonstrated excellent
reliability and stability,
these systems are
pervasive, and upgrade
implementations are
complex and long in
duration.

o Network refresh
scheduled for FY2015
timeframe.

o Phone refresh schedules
include migration to VolP
and use of VoIP handset
and/or softphones in the
FY2014FY2015
timeframe.

Institutionalize
Operational
Excellence to improve
service delivery,
increase work
throughput, and
achieve efficiencies.

fimplementing and
incorporating a
maturity model into
daily operations will
improve operational
reliability while
reducing
mainenance labor
costs. IT can expect
to see a reduction in
operations labor
costs of 109%6°by
moving a level in

the maturity model.

9 IT culture has not lent itself tq
change and/or documenting
processes and their supportit
roles. This will require
change maagement to be
completely successful.

1 Although a few specific
technologies were
implemented during the first
attempts, it was difficult to
agree on which maturity
system to implements, and
support has waned.

findustry has embraced ITIL t
improve operational
reliability, improve quality of
service, and to reduce cost 0f
operations.

TIT in general may ratart the
effort to implement a maturity|
project to move IT operations
from basic to standard level
for four key processes.

Table 5.4: Network Portfolio Strategies

2 Ross & Weill, Harvard Business Review, Nov 2002.
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Network Strategy Asset Portfolio Measures
Objectives
Provide secure and 1 Refresh 1 Deliver 99.9% network availability in Headquarters, Ross and Mun
reliable voice and data| Cycles though FY2018 to enable BPA to coordinate and communicate
network services to 1 Operational effectively.
enable the BPA to Excellence | 1 Deliver 99.9% phone service availability though FY2018 to enable
perform their functions BPA tocoordinate and communicate effectively.
andto coordinate and f Reduce the yearly number of Wide Area Network disruptions to fie
communicate internally sites by 50% of FY2010 disruptions by end of FY2014.
and exterally.
Leverage technology t¢ 9 Refresh 9 Develop plans, to includeotential total cost of ownership for:
meet BPA business Cycles o Complete Voice over IP implementation at Munro by Q3 FY2(
objectives. expand to HQ and Ross by EOY2015.
o Expand wireless network into Ross and Park Place, complete}
quarter FY2015.
o Integrate soft phones in to environmemplan completed by *1
quarter FY2014
o Implement a Unified Communications roadmap by 2nd quarter 2
o Grow the BPA audio conference system and/or UC to 1
increasing requirements for large audio conferences and su
telework mandate by FY2014.
o Provice infrastructure support, bandwidth and connectivity to cl
services as business requirements emerge.
Services are delivered| ¢ Refresh 1 Implement IPv6 by EOY2015 ta@omply with OMB guidance (¢
and asset components|  Cycles develop plans and transition to IPv6.

maintained in
compliance with
Federal laws and
regulations.

Implement Smart cards for network logons by EOY2014 to cor
with HSPD12 directive to use Smart Cards for network access.
Migrate to TIC for externally facing internet connections by EOMPR
to comply with OMB mandates.

Process and practices
aligned with industry
practices to deliver
secure, reliable service
with the least total cost
of ownership.

9 Operational
Excellence

1

1

Establish the maturity model to be used throughout the IT orgamiza
by Q3 FY2014.
Evaluate status of key processes(Change & Configuration Manage
Incident Management, Problem Management, and System Monitor
in relation to the MOF maturity framework by EOY2014.

Map the current status into the maturity model anctldgvplans to
advance the maturity level, by Q1 FY2015.

Achieve next maturity level for all operational processes by EQY20

2/18/2014
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5.6 Future Initiatives
Major FY2014 FY2015 FY2016 FY2017 | FY2018 | FY2019 | FY2020 FY2021
Initiatives
Cab“ng New bldg at
MSC, TR,
PAS, MHQ
$650K C
Refresh Ross Refresh Ross
and Park Place | and Park Place
$3.4M E $1.0M E
Sustain Network Client  |Ne{JcHNT; Core  Net Field Net Core Net
Connectivity Refresh $500K| Refresh Refresh Refresh $2.0M
$1.6MC C $1.5M C $2.0M C C
Refresh STETOEWARSTOEIWARSTSOEIWA Refresh
Firewalls Device Device Device Firewalls
$100K E Refresh = Refresh  Refresh RIES
$36KC $36KC  $36KC
Refresh VTC Refresh IDS Develop Develop Refresh
Gear $192K C | $500K E software  software
. . VTC Refresh IDS
defined  defined
Gear $500K E
networks networks $200K C
$500K E  $500K E
Prep VolP at Migrate to Migrate to . : : Refresh VolP
MSC and Bell | Enterprise Enterprise :\:/ligaaig Mle%attg mg{ﬁg $500K C
1.8MC VoIP $1.8M C | VoIP $750K 7 7
$ Cl o ¢ VolP  VolP  VoIP t“ﬁ'gvﬁtﬁ Field
300K E $300K E $300K E
¥ ® ¥ $300K E
Compliance DMZ IPv6 BPA Net IPv6 | BPA Net
$300K C $45K E IPv6 $100K
C, $900K E
Migrate to TIC
$300K E
Expand Install wireless Upgrade
at Ross/VM wireless to
$300K C broadband
IVC Upgrade $500K E
DC to 10G $2M
C
Table 5.6: Network Major Initiatives
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FY2014 | FY2015 | FY2016 | FY2017 | FY2018 | FY2019 | FY2020 | FY2021

Labor $3.91M | $4.98M | $5.06M | $5.14M | $5.23M | $5.31M | $5.4M $5.49M

Materials | $28K | $28&K | $28K $29K | $29K | $30&K | $30K $31&K

Contracts’ | $4.5M | $6.6M $6.1M $6.2M $6.4M $6.5M | $6.7M $6.8M

Total $8.6M | $11.6M | $11.45/ | $11.63V | $11.8BM | $12.1M | $12.4M | $12.8M

High $9.55M | $13.04M| $12.59M| $12.79M| $13.12M| $13.32M| $1365M | $13.86M

Low $8.26M | $11.27M| $10.88M| $11.05M| $11.33M| $11.51M| $11.79M| $11.97M

Table 5.7 Network Portfolio Expense Requirements

FY2014 | FY2015 | FY2016 | FY2017 | FY2018 | FY2019 | FY2020 | FY2021

Total | $6.85M | $2.3V | $2.35V $36K $36K $23&K $2.5M $2.0M
Target

High | $7.53M | $2.53M | $2.58M | $40K $40K | $260K | $2.75M | $2.2M

Low | $6.51M | $2.19M | $2.23M | $34K $34K | $224K | $2.38M | $1.9M

Table 5.8 Network Portfolio Capital Requirements

As can be seen in Table 5tiere is a substantial increase in annual expense requirements
begiming in FY15 This is due to meeting Federal Trusted Internet Connection (TIC)
regulatory requirements, and meeting increased capacity demands from several infatives.
review of our leased network circuits reveals that increased bandwidth and redunilaney
required to support those services, resulting in higher annual service contract costs for leased
circuits. These same pressures will drive the need to upgrade local cabling plants in several
locations throughout the agency in the near fytalttough the intent is to shift those cabling
costs to the Facilities projects that aomstructing or remodeling those sitAslding to that
uncertainty in the network portfolio spending profile is the possibilitylthand OT

(Operations Technolodyi.e. Grid Operations) networks may merge portfolios, requiring an
adjustment to spending. It is also possible that unknown init&atinag emerge in the FY1i7

FY18 timeframe that will have network portfolio implicatio@ther than the noted ttcks in
annud&expense spending due to specific increased demands and reguiatsopsrtfolio to
expected toxperience an expense growth ratpial tothe rate of inflation.

Outlook:
1 Labor and materials expengmwth isexpected to remairelatively flat, matchig the
rate of inflation.
1 Contracts will growin the near term due to:
o TIC compliance
o VolIP capacity demands
o ADC/BSDR capacity demands
o Growth inadoption of SaaS solutions
And then match the rate of inflation
1 Overall, the network portfolio expense profildlvexperiencegrowth at the rate of
inflation plus new contracts.

%0 This data is a combination of service contracts (equipment and software maintenance) and rents and utilities

(annual phone and data circuits).

2/18/2014 Pager5 of 106




B O N N E V

2/18/2014

I L L E

P O W E R

A DM I NI § TR AT 1 O N

FY 2014 BPA IT Asset StrategyPlan

6. Application Portfolio

The Application Portfolio currently accounts for 45% the IT expense budget with 6.5% providing

system enhancements to meet emerging business needs. This pagf®Ei@punique challenges

in describing its objectives as each one of the over 100 major systems in the Application Portfolio

has its own set of objectives. For example, the Customer Billing System strives to produce timely
and accurate bills while Colun@bVista creates generation forecasts to support inventory and

revenue

projections.

Due to this unique s

in the individual asset plans that conse the Application Portfolio. &te we will only pesent the
BPA level objectives of the Application Portfolio

6.1 Goals & Objectives

secure, reliable services
with the least total cost of
ownership

Application Aligns with IT Outcomes
Objectives Asset Goals
Enable secure and reliab ITAG 11P 1 Service levels estabhigd for each system to include availability, and
automation of business Return To Operation requirements.
processes and functions. 1 Performance requirements established for major systems to include
latency and peak usage requirements.
Evolve and leverage ITAG 2TP 1 Develop antbr buy COTS solutions that leverage and, where possible
systems capabilities to ITAG 3-S contribute to Service Oriented Architecture and data abstraction.
meet emerging business 1 Develop and maintain a library of Enterprise reusable components ar
objectives. services to reduce delopment time, development costs, and maintens
costs.

1 Extending existing systems to meet emerging business needs, wherg
feasible, through reusing services/capabilities, or extending by adding
additional modules.

Provide guidance on ITAG 2-S 1 Asset Plans have mulyiear activities scheduled for enhancements,
tactical and stratgc ITAG 3-S upgrades, and replacement for each individual system as a result of {
evolution of systems that Information Owner and Information System Owner working together
bal ance busi create these plans.

requirements wittBPA 1 Establish mtrics,creatingtransparency on costs, value, and performar
objectives. f Annual reviewofeachyss t emds Tot al *Cost of
Services are delivered arn ITAG1iP 1 All systems covered by a current System Security Plan.

asset componest ITAG3-S 1 Monitoring tools in place to detect and report on changes in applic
maintained in compliance baselines.

with Federal laws and  All changes to application bages verified and validated as authoriz
regulations. changes.

Procesesand practices ITAG471 P 9 Establish individuaAsset Plaafor each major system.

aligned with industry ITAG 27 S T 1 mplement annual wupdates and re
practices to deliver ITAG371 S § Align maintenance and enhancements with the Systéfecycle.

1

il

Establish criteria for deter mi n
ireplaced decision.

Maturity framewok in place for software development and operations.

Table 6.1 Applications Portfolio Objectives

3! Determining value and Total Cost of Ownership must be extetadedlude the substantial number of Task
systems maintained by JS; although, individually each Task system represents a small to modest cost, collectively
these Task systems represent a sizable investment and operating cost.
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6.2 Asset Current State

We have taken steps to control spending and the cost of information technology for BPA
through managing the dmssof our infrastructurassets. Hwever, we are facing stiff

challenges as new applications are delivered through the Project Work Plan and are placing
upward pressure on the Application Portfolio expense budget from new service contracts and
laborfor operations and maintenan@ee Figure 2} In past years, cost from new systems

(service contracts and O&M costs) have been offset through a combination of reducing system
enhancements and deferring hardware refreshes. This strategy coupled with the rapid pace of
automation fronFY2009-FY2013, has resulted in limiting resources needed to make
enhancement s. As a result, business wunits h
make enhancements to their current solutions to meet emerging business needs. In other words,
IT has been developing a backlog of business requested system enhancements.

Without understanding the business objectivey The major aspects of maturing the Application
and metrics to measure performance and valy -orolio can be summarized as: -

a question of the amount of value these ! :ﬁg{‘r}g'?(?r ?:jgﬂisjygf;;";'ves' fisks, and
enhancements are providing cannot be answe § Managing a growing portfolio oSoftware as a
In other words, should IT be planning to allocg  Service solutions

more or less reairces to enhancements to ' Managing a rising bar on security and
optimize value and performance? For exampl compliance requirements

is it more cost effective to (1) upgrade versus | T 'dentifying and projecting system enhanceme
enhance/modify the system (usually through q
customization) than to (2) replace the system
versus upgrade.

needs and cost through the Asset Plans

Developing Asset metrics to determine when
systems need to be upgradedeplaced

A new trend has emerged ovbetlast three years that needs to be accounted for in both the
funding and staffing strategy for supporting the Application Portfolio. This trend is the
adoption of Software as a Service (SaaS). This trend has IT contracting with a vendor to
provide autmated systems and services from the vendor owned and operated facilities. This
introduces data integration, security, and funding issues that need to be carefully worked out.
Figure 6.1 illustrates the emerging funding associated with SaaS (blue SdaSogsts).

$6,000,000

Avue Costs FY12-FY15

s Total 5225
Vendor Costs
peryear

$5,000,000

$4,000,000

$3,000,000

$2,000,000 - w=fll= Number of

5aa5 Solutions
$1,000,000 -

FYo8 FY09 FY10 FY1ll FY12 FYl3 FY14 FYls FYle FYly FYls FY19 FY20 Fya2l

5_

Figure 6.1 Expense Costs for Software As A ServicgsaaS)

As this figures shows, costs can escalate from year to year as the business unit requests the
SaasS provider to make changes to accommodate emerging and evolving businessamguirem
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The necessity to pay or | ose service reduce:
accommodate system enhancements or other needs.

In addition to the monthly service costs, IT labor is required to support SaaS solutions. This is
courter intuitive to the concept of subscribing and having a service delivered by an external
provider. The IT labor in operations and maintenance phase comes in the forms of:

1 Creating and maintaining data integration with the hosted solutions,

1 Working with the provider to resolve operational issues,

1 Coordinating with the business unit and vendor on system enhancements,

1 Coordinating with the business unit and vendor on testing system changes.

Table 6.2 summarizes the ability of the assets in the ApplicRbotfolio to meet the

Application Objectives from Table 6.1. As can be seen from Table 6.2, the mounting pressure
on the Application Portfolio expense budget
abi |l ity anddevefiaBevsystemsecapgahhit i es t o meet emerging b
Through a combination of maturing Asset Plans, expanding steering committees, and

partnering with business units to develop kegn system strategies based on business needs,

IT plans to prioritize availableesources for enhancements and to build justifications to grow

the Application Portfoliods expense budget t

Application Status Meeting Comments

Objectives Objectives
Enable secure and reliable < 1 Improved Business Continuity capabilities for critical business systems.
automation of business 1 Have implemented network segmentation to separate critical business
processes arfuinctions. systems and general business systems
Evolve and leverage ' $ Improving reuse though the establishment of the Collaborative Standar
systems cagilities to Teami a team of software developers establishing standards to facilitat
meet emerging business promote object reuse.
objectives.
Provide guidance on 9 Steering committees have been established for major systems and pro
tactical and strategic so that Information Owners ahiadformation System Owners together
evolution of systems that = develop priorities for enhancements and new systems. These Informat
balance business unit Owner boards include
requirements with BPA o Power Services Customer Board
objectives. 0 Transmission Commercial Services
Services are delivered ang 1 Established System Security Plans
asset components 1 Establish and monitor Applications baselines
maintained in compliance f Increase rigor around change management
with Federal laws and
regulations.
Processes and practices 9 The SLC is being extended to
aligned with industry o Improve rigor in ensuring solutions provide least Total Cost of
practicesa deliver secure, & Ownership
reliable services with the o Cover routineand small enhancement project
least total cost of 0 Identify operations maintenance and cost
ownership. o Establish metrics to track business benefits (performance and value)

9 Critical Business Systems will be releasing an RFI in FY2014 to identify
plan for the adoption of an appropriate softwareettspment matuty model

Table 6.2 Status of Applications Portfolio in Meeting Objectives
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6.3 Risks

In reviewing the risks with application subject matter experts, it has been determined that a
number of risks have been mitigated downward in terms of likelihood aseégqoence and as

a result they have been dropped. In addition, one new risk around data quality (GBS16) has
been added. The risk heat map for our Critical Business Systems (CBS) and General Business

Systems(GBS) is given in Figure 6.2.

AlmostCertain

Likely

Likelihood

Poss.

Unlik.

Rare

i Minor Mod. 7
Insig. Im pact Major Extreme

Figure 6.2: Application Portfolio Risk Map
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ID Risk Mitigation
Likelihood | Impact

GBS1 Failure to fund resources to enhance | § Implement Steering Committees for key systems to prioritize expense efforts,
systems at |l evel s (Established for Customer Services, Transmission, and Business Enterprise
expectations. Systems

Moderate 1 Continue to work with business units to develop business cases for both capi
Almost Certain ($1-10M) and expense projects.

GBS2 Failure to implement controls wth 1 Implement change management processes under the IVC project in the FY2(
enable support teams to support FY2015 timeframe
development, test, and production witl| § Implement a maturity framework for software developrieRl2015 timeframe
current available resources. for nonCBS systems

Minor 9 Leverage automation and tools to reduce manual activities and increase
Almost Certain ($100K-1M) productivityi FY2015 under ITSM project

GBS8 Failure to coordinate between IT and | § Implement Steering Committees for key systems to prioritize expense efforts.
business units to ensure res@gare 1 Continue to work with business units to develop business cases for both capi
marshaled and positioned to meet and expense pregts.
business unitsd c|q Combination of creating Asset Plans coupled with establishment of Asset Str;

Possible Moderate has aided in mitigating this risk.
($1-10M)

GBS9 Failure to position resources to addreg 9 A123 process tracking has been added as a IT target for FY10
and meet emerging compliance 1 A permanent position has been filled to support existing NERC/CIP system
requirements (e.g. A123, NERCIP, support for IT (Prowatch)
eDiscovery, NIST standards, etc.). | Cyber Security (JB) has added staff to address ISt&fdards and testing for ney

Likely Minor systems.
($100K-1M)

GBS12 | Failure to have a mechanism in place | 1 Work with APSC to ensure aduate resources are in place to cover any new
align resources (staff, and support of service contracts and labor costs as criteria for approving a new project.
service contracts) to securely and 1 Investigate possibility obenefiting organization(s) transferring a portion of
reliably maintain newly delivered their saving to the maintenance organizatincowver new expense from the
systems delivery of new systems/applications

Likely Moderate
($1-10M)

GBS13 | Failure to maintain a stable work force| § Senior IT leaderwiill develop staffing strategy to address possible alternates tq
to ensure reliable and secure reduce contractor turnover in key positions.
maintenance of existing systems and { § IT Workforce Plan was developed, implementation is pending resolution of Hi
facilitate system development. hiring issues

Likely Moderate 1 Examine alternative contractor staffing vehicles
($1-10M)

GBS15 | Failure to a have a Software as a Ser\|  Develop cloud strategy to include covering the selection, implementatse, and
(SaaS) strategy to control costs and ri exit strategy for cloud services such as SaaS.
associated with adoption of SaaS 1 Ensure decision to implement a cloud service includes a robust business cas
services to include an exit strategy. | § Ensure robust risk analysis performed on potential cloud services prior to adc

Possible Moderate
($1-10M)
GBS16 | Lack of standards in how we manage | § Define data quality measures by subject area
data and data quality | Continue to develop plan for the implementation of a CIM with the business
1 Update/define roles around data provider and data consdrhir will help in
Almost Certain Moderate i mproving discussions around dat a
($1-10M) 1 Formalize the role of data stewards/data stewardship (i.e. accountability)
Table 6.3: BPA Commercial and EnterprisePortfolio Risks
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ID Risk Mitigation
Likelihood |  Impact

CBS3 | Failure to anticipate changes in Work with Risk Management and the business lines to anticipate
business (e.g. Wind IntegratioSub market and industry changes as far ahead of time as possible.
Hourly, Dynamic Transfer, Regional Information Owner Boards and Steering Committee (see Table §
Dialog, TPIP, Smart Grid, etc.) and are helping to mitigate this risk
to have resources marshaled to eng § Portfolio Managers working with Informath Owners are helping t(
these process changes. mitigate this risk

Possible Moderate Capturing planned future activities, both capital and enhanceme
($1-10M) Application Asset Plan is proving to be a useful to tool to mitigat
this risk; although, Asset Planning still needs to mature to
completely nitigate this risk.

CBS4 | Failure to have adequate access to IT workforce strategy specifies the need to create aaidtain a
business analysts and subject matt4  |ayer of permanent federal workers filling the roles of business
experts to address the expa}ndlng analyst and system analyst; however, implementation of this stre
scope of requests from business un L .

- may be delayed due to priority placement of previously
Likely Moderate . .
($1-10M) disadvantaged applicants.

CBS6 | Failure to have adequate resources To the extent possible use remote technologies such as monitor
support dispersed geographic server control, and change detection/configuration management
locations. mitigate the lack of osite staff at ADChowever, currently there is

Possible Minor not enough onsite staff to operate ADC for an extended occupat
($100K-1M)

CBS7 | Failure of Commercial Off The Use contract holdbacks as incentives for vendor to perform to

Shelve (COTS) and Software as a BPAG6s satisfaction.
Service (SaaS) solutions to provide Review contracts before each renewal for possible renegotiation
responsive service, adequateality the service level based on past performance of the vendortangl f
control, and continuous service BPA needsReview COTS/Saa$ providers
Possible Minor 1 Bandwidth for providing .enhancements and improvements
($100K-1M) 1 Quality Assurance practices
Meet with vendor technical staff regularly to provide feedback or
their performance.

CBS0 | Failure ofinfrastructure initiatives to Implement demand management practices to prioritize limited
achieve cost benefits, resulting in n{ enhancement resources.
realizing operational savings that ar| Note: Although this risk is T
planned to be reprogrammed to this risk if realized will have a significant impact on this asset
support application enhancements category.

Possible Moderate
($1-10M)
Table 6.4: Critical BusinessSystemsPortfolio Risks
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6.4 Strategies

Portfolio Strategy Benefits Challenges/Issues Outlook

Asset Plans: Develop
individual system asset
plans covering
maintenance,
enhancements, eventug
replacement.

9 Builds partnership
between IT and
business units

1 Identifies out year
support costs

9 Establishes
performance and
value metrics

9 Identifies risks

9 Tracks life cycle and
helps set
replacement/retireme
nt targets

1 Individual plans will
contribute to the
Application Portfolio
which will contribute
to IT Asset Strategy.

Business units and IT are
not accustomed to
developing and using
metrics

Most business units are no
accustomed to thinking
more than a year ahead on
their system needs

It will take time and
resources to develop asset
plans covering the major IT]
systems

Efforts are underway to begin
developing as plans for the top
five Critical Business Systems ai
top five BPA Commercial
Enterprise systems
Development of system level as:
plans is already in the System
Development Life Cycle, system
being delivered in FY2014 will
need to provide the mainteran
team with the initial asset plan
Steering committees have been
established for several key
systems, i.e., FMS and HRmis,
which can be leveraged for
managing asset plans

System Architecture:
Develop plans to
leverage existing systen
capabilities, for
improving
interoperability and for
implementing Service
Oriented Architecture.

1 New systems will be
implemented to
leverage and reuse
existing capabilities
instead of delivering
similar/redundant
capabilities, which
drives up
Costs

1 Reduces time to
dediver new systems

9 Improves
interoperability and
reduces data integrity
issues

Project managers and
project sponsor are
accustomed to thinking in
terms of best of breed and
business unit needs &
benefits versus BPA needs
and benefits

Project managers and
sponsors often view
considering BPA needs as
unwelcomed scope creep
with a negative impact on
their projec
timeline

Has proven difficult to
reserve resources for
establishing business
analyst and system analyst
positions, as well as staff
with both skills and aptitude

to fill positions

The project management is
maturing to ensure BPA needs &
considered and included into
project where feasible and
appropriate.

The IT department has not
developed mature system
architecture nor a comprehensiv
approach to implementing a
Service Oriented Architecture.
Availability of resources is
slowing progress; outlook is for
continued constrained resources
and slow progress through
FY2014.
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Portfolio Strategy

Benefits

Challenges/Issues

Outlook

Application
Performance
Monitoring: Move to
proactive monitoring of
quality of service.

9 Combines incident

and problem
management to
identify most
problematic alerts.
Identifies problems
and implements
corrective actions
(where possible) to
avoid service
disruption

Aligns with industry
best practices

1 Establishing response

thresholds and developing
corrective action scripts is
labor intensive requires a
commitment of resource to
receive benefit.
Organizational boundaries
coupled with roles and
responsibilities have
impeded deployment of
application monitoring in
the past

Project managers have not
been including application
monitoring capabilities as a
system requirement

Need to develop consensug
on application monitoring
capabilities

Limited application monitoring
was implemented in FY2011,
resources constraints may delay
maturity until FY2014

Including requirement for
application monitoring in SLC
ensures new systems will be
delivered with this capability.
CBS has made improvements in
monitoring systems; howevetjls
need to make improvements in e
user experience monitoring.

System Development
Life Cycle(SDLC):

(Rebranded System Lifg
Cycle, SLC)

Use System Life
Cycle as a change
agent to ensure new
development follows
industry best
practices.
Incorporate Least
Total Cost of
Ownership

Maturing the use of the
SLC through the
maintenance cycle will
require both training and
change management.
Maintenance currently is
accustomed to simply
making business requesteq
changes with minimal
adherence to SLC.

System wok products called out
by the SLC are being created by
projects. Through training couple
with change management these
work products will be maintained
to improve and control the
evolution of systems to meet
emerging business requirements
and to identifywhen systems
should be upgraded or replaced.

Software Maturity
Model: Adopt a
maturity model to
improve quality and
predictability of
software development
and maintenance

1 Provides guidance fo

1 Provides guidance fo

developing or
improving processes
that meet thdusiness
goals

quality processes, an

Currently there is large
diversity in the approaches
project and maintenances
teams use in developing an
maintaining systems.
Change management will b
needed to select and adopt

CBS will begin an effort in
FY2014 to first identify a softwar
maturity model and then plan the
piloting and adoption of the
maturity model. This effort is
viewed as a critical endeavor to
improve the agency developmen

activities. provides a point of common model. capabilities and will take several
reference for High rate and number of years from conception to reach t
appraising current new projects beginning in higher levels of a maturity model
processes FY2010 to date has made i
1 Provides essential difficult to devote resources
elements for effectivg  to idertifying and
and continuous implementing a software
process improvemen|  development maturity
model.
Table 6.5 Application Portfolio Strategies
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6.5 Asset Portfolio Outcomes

Application Strategy Asset Patfolio Measures

Objectives
Enable secure and 1 Leverage System Life | { Health and status monitoring will be implemented
reliable automation of Cycle all systems by FY2013 completed for CBS
business processes and|  Application 1 Peformance and quality of service monitoring will
functions. Performance Monitoring implemented for top 50% of critical business syste

and top 10% of BPA commercial enterprise syste
by FY2014.17 80% completed for CBS

Evolve and leverage 1 System Architecture 9 Develop Service Oriented Architecture (delayed fr

systems capabilitiesto |  Leverage System Life FY2010 & FY2012 asset strategy) CST

meeting emerging Cycle (Collaboration Standards Team) is working on

busiress objectives. developing and extending current architecture by
EOY 2015.

$§ Develop Agency Common Information Model (CIM
beginning with a model covering Transmission
services by EOY2015.

Provide guidance on 9 Asset Plans $ Extend asset planning beyond top ten resource
tactical and strategic |  Sygem Architecture business systems and cover all CBS by EOY2015
evolution of systems that 9 Identify tool to aid in managing asset planning and
bal ance bus integrate with, or provide, demand management
requirements with BPA capabilities.

objectives.

Services are delivered | Leverage System Life 1 System Security Plans will be reviewed and updat
and assecomponents Cycle System annually or upon major system enhancement.
maintained in complianc

with Federal laws and

regulations.

Processes and practices| { Leverage System Life |  Identify software maturity to govern development
aligned with industry Cycle maintenance by EOY2014.

practices to deliver 1 Software Maturity

secure, reliable services Model
with the least total cost 0
ownership.

Table 6.6 Applications Portfolio Outcomes

6.6 Future Initiatives

New assets to the Application Portfolio are delivered through the PMO Work Plan; we have
included the capital requirements for Application Portfolio in the PMO Work Plan.

The target expense profile in Table 6.6 represents digig@ted expense requirements when
taking into account the combined upward pressure from adding new systems from the PMO
Work Plan (approximately 5% of the initial investment) and the downward efficiency savings
from adopting a development maturity mo¢gnificant efficiencies are not expected until
FY2018 and beyond). The high expense requirements consider cases where we adopt more
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SaasS solutions than we currently anticipate, which would require expense instead of capital to
implement. The low requements factor in the cases where we are able to achieve accelerated
efficiencies from adopting a software development maturity model, software rationalization
(reducing number of systems with similar or overlapping capabilities), and more effectively
leveraging the capabilities of our current systems to meet emerging business requirements.

S T R AT

I O

There are a number of additional uncertainties that we are not able to quantified at this time.
These include
1 Compliance: Move to DOE/OMB compliant system(s) wougéinitial cost and
unknown (at this time) ongoing costsour current assumptions are that annual cost
would be similar to hosted on premise. Possible systems impacted by these directives
include parts to all of our Financial Management System anHwawman Resource
Management System.
1 Decision to replace our ERP system in FY2019 instead of upgrade. Our target expense
assumes an upgrade and not a replacement. Moving to DOE/OMB compliant
systems(s) may super cede this issue.

FY2014 | FY2015 FY2016 FY2017 | FY2018 | FY2019 | FY2020 | FY2021 FY2022 | FY2023
Major
Initiatives BICC BICC
Billing Billing Billing
Upgrade Upgrade Upgrade
HCM HCM HCM Upgrade Upgrade
Remedia | Remediation | Remediation | Financials Financials
tion
Asset Suite | Asset Suite Decision Plan ERP | ERP ERP Asset Suite
Upgrade Upgrade ERP upgrade upgrade upgrade Upgrade
Procurement | Procurement | upgrade or replace | or replace | or replace
Compliance | Compliance or replace
Infrastructure | Infrastructure
CRM CRM upgrade CRM
Upgrade Upgrade
Sunflower Sunflower
Upgrade Upgrade
Analytics Analytics
IT Service IT Service IT Service Upgrade IT
Management | Management | Manage Service
ment Management
Structure | Structure Structure Data
Data Data Management
Manage Management
ment
Table 66: Application Major Initiatives (Expansioni Green, Red Compliance)
FY2014 | FY2015 FY2016 FY2017 | FY2018 | FY2019 | FY2020 | FY2021 FY2022 | FY2023
Target 30,325 34,960 36,551 38,100 | 38,659 | 39,626 | 40,202 41188 41,738 | 42,788
High 30,325 43,700 45,688 47,625 | 48,323 | 49,533 | 50,253 51,458 52,229 | 53,484
Low 30,325 31,464 32,896 34,290 | 34,793 | 35,663 | 36,182 37,069 37,605 | 38,509
Table 6.7: Application Portfolio ExpenseRequirements($K)
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7.0 IT Project Management Office (PMO) Work Plan

7.1 Goals & Objectives

The IT PMO Work Plan is a collection of capital and expense business technology investments
and initiatives prioritized by the Agency Prioritization Steering Committee (APSC), approved
by the CIO, and exaited by the IT Project Management Office (PMO). The IT PMO Work

Plan does not iandof itself have assets, rather assets delivered under this work plan will be
delivered to either the Network, Data Center, Office Automation, or Application Pastfolio

IT PMO Work Plan Aligns with IT End-Stage Targets
Objectives Asset Goals

Investments will balance the] ITAG 37 P* 1 Selected investments represent diverse investmentspthat
immediate needs of the ITAG 27 S andenabl e achi e stategcnnitiatices. B F
business unit with the 1 Following the SLC, apital and expense projects amirced
overarching Agencgtrategic from asset plans and forwarded to the IT PMO for APSC
initiativesbbjectives in the consolidaiobn and consideration.
selection and delivery of flnvest ment selection and |
solutions. Asset Management Capitalization process.

9 Develop and/or by COTS solutions that leveragad, where|
possible, contribute to Service Oriented Architecture and
data abstramn.

1 Projects utilize and contribute to a library of Enterprise
reusable components and services to reduce developme
time, development costs, and maintenance costs.

Deliver maintainable and co{ ITAG 21 P 1 Ability to fund future maintenance costs of a project is a

effective solutions for APSC| ITAG 31 S decision criterion in prioritizing and approving an

prioritized investments. investment. (No project is allowed to deliver a solution thé
has not validated the ability to support operatiand
mainenance).

9 Solution selections adhere to BPAM Chapters 660 and 6¢

1 A solution with projected annual operations and mainteng
costs greater than 15% of investment costs is required to
receivel T Asset Manager an@lO exception.

Processes and practices ITAG 4i P 1 Projects deliver systems following the System Lifecycle
aligned with industry ITAG 27 S (SLC), to include delivering system security pdaand
practices to deliver secure, adhering to FISMA controls (NIST SP 8088R3)

reliable services and quality 1 Portfolio, Program, Project Management Matukitgdel
products with the least total (P3M3) level 3 achieved. This includes, munot limited to
cost of ownership. benefit management and realization (docotimg business

benefits, and @forming post investment review of benefitg
1 Selection of solutions follows BPAM chapters 660 and 66
guidance.

Table 7.1 IT PMO Work Plan Objectives
In the past two years, the PMO has been investing resources and attention in improving
processes and reducingks associated with the IT PMO Work Plan following the Portfolio,
Program, and Project Management Maturity Model (P3M3). As a result of this alignment, the
IT PMO Work Plan Objectives have been updated, @ith the Spreviously identified

32 Each objective relatestosai ngl e pri mary goal indicated by APO; obj
indicated by fASo.
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objectives renoved an® updated to align with the P3M3 framework. The objectives have
been dropped from Table 7.1, IT PMO Work Plan Objectives, but have been included in
Appendix for reference.

7.2 Current State

The major aspects of the IT PMO Work Plan can be summathas:

1 Capital Wok Plan continues to completénagh number of project® support critical
Agency business objectives. Some of the major new systems delivered since FY2012
include: SliceEnergy Efficiency Interim Solution 2.0 (EE IS 2.0), RODS
Replacementloads Obligation and Resource Analyzer (LORB)dget Planning,
Forecasting, Analysis System (BPFAS), Customer Billing Center Phases 2 and 3,
Customer Contracts Management Phase 2, Customer Data Management Phase 2,
Customer Portal Phase 2, D&anter Modernization (for critical business systems and
required to support Regional Dialogue systems), and Wireless Workplace.

1 56%projects are in inception, alternatives analysis, system planning, execution, not
started or on hold, representing agmsed IT PMO portfolio allocationSome of the
significant Agency technology investments include: FERC Order 890 15 minute
scheduling, NERC ATC MOD standards compliance (Powerflow Information Storage
& Balancing tool project), Real time hydro modeling dwald monitoring tools
including Columbia Vista Sheiferm Replacement and Real Time Load Monitoring
projects, Energy Efficiency Central Replacement, Cyber Secdpgrations and
Analysis Center (CSOAC)

1 We have been recently executingaecapital progam of approximately $40M annually.
With major infrastructure sustaprojects coming to completiowge are projecting a
reduction in capital spending in the eqdars.

1 The expense portions of a project (inception, alternatives analysis, contract
developnent and negotiation, and buess process developments) rafrgen 7% to

15% of a proj ect 0spend/aqlb teatd in expensef@mvéryne nt ( we

capital dollar we expend).

1 Business investments deliver efficiencies to the Agency, not IT, whid$drbs and
manages the new expense operations and maintenansécostelivering new
systems (&.a general rule of thumb, every dollar spent on a business investment results
in about a nickel in net new IT operations and maintenance costs). Asseiddn the
Overview chapter, these business investments put pressure on the opanation
expense budgets.

1 In order to mature our analysis of business benefits and business cases inwenera
now require that business owners and information systerersvdevelop a set of
measurements to capture actual versus projected benefits from deployment of new
systems. Results are reported back to the APSC.

The current status of the IT PMO Work Plan is discussed in detail below:

The IT Project Management OfficlPMO) at SOY2013 adopted the Portfolio, Program,
Project Management Maturity Model (P3M3) as a framework to continuously improve the IT

33T PMO Work Plan dated 11/4/13
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PMO. In surveying 40% of active projects, with over 50+ internal clients, we saw
improvements in all areas from our FXhaseline metrics (see chart below).

FY2012 Result FY2012 Result
O
E
el PN PO A
S
0% G5% 5%
G S8% SH% A% 5
LI
T
A2%
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339 k.
% | oeng 5%
2P 17%
1P
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FY12 FY13 |F¥12 F¥Y13 Fyi12 FY13 FY12 FY1Z FyY12 FY13 FY12 FY13 FYL1Z FY13 FY12 FY¥13 FY12 FY13
P b anrianls Hisks Cheerall Ell? Blyachgest Elaslatl CluaalityCesrmmmmunicabicemobvie doks

Figure 7.1 FY2012 versus Fy2013 Client Satisfaction Results

The following summarizes the people, process and technalogyovementsthe IT PMO has
achieved in the past 2 years.

People Improvements

1 Increased project human resource (HR) client satisfaction results from 33% in FY12 to
58% in FY13.

1 Leveraged new managed services and staffing contracts to reduce project resource turnover
and increase our ability to execute on apprbtargets.

1 Resourcegmall expenses(mallp) efforts with level 1 PMs.

Process Improvements

1 Refined annual portfoligrioritization and approval process with focus on the business
case.All FY14 project requests completed a business case within 8&week

1 Implemented the health watch program to ensure troubled/underperforming projects deliver
against their approved scope, schedule and budget tar@etojects were identified
throughout FY13. 2 projects were terminated.

1 Matured business case rewi process to begin cancelling projects that fail to demonstrate a
positive return on investme(ane project was cancelled FY2013)

1 Released SLC 3.0 with significant updates to the Requirements Management Capability
includingtransitioning focus from dmment management to content management

1 Integrated our strategic planning with the Agency Asset Management for the new Agency
capital nominations process.

Technology Improvements

1 Transitioned from documenting requirements in a word file to managing au@mated
system.Implemented Jama Contour for Requirements Management. Over 60% of the
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projects leveraged Contour. We now have visibility and traceability from goals, objectives
down to requirements and use cases. We have the ability to reusemeqtsrend we
have introduced collaboration and metrics around the review and approval process.

The PMO maintains, and reports monthly on, key project performance metrics on all projects
in the Capital Work Plan. These performance metrics can be atéessethe PMO website
atPMO Monthly Summary Executive/Lead Sponsors, with the assistance of Project

Managers, are required to present to the Agency Prioritization Steemmniftee a

justification for spending or time schedules that exceed planned levels by more than 10%. The
Capital Work Plan, including authorized spending levels, is also maintained on the PMO web
site atPMO Work Han.

IT PMO Work Plan Status Comments
Objectives Meeting
Objectives
Investments will balance 1 Solutions are chosen to meet specific business needs
the immediate needs of the in concert with the Agency strategic objectives. Focus|
busmess_um with the and emphasis on the business case will ensure the rig
overarc_hlng. Aggncy. IT portfolio is prioritized and delivery of pject is
strategic objectives in the ’ reasonable. The IT PMO will continue to develop the
selection and delivery of process for business transformation planning to imprg

solutions. the formality and consistency of asset planning,
investment selections, and project execution.

f Selection of investments is maturing to imié review of
business benefits and measuring business benefits.

Deliver maintainable and 1 APSC is now reviewing estimate§ s o | ut i (
cost effective solutions for maintenance costs as project moves into executi
APSC prioritized Y pha® and agin prior to project transitioto close
investments. out.

Processes and practices 1 We have a maturing PMO and governance @sedhat
aligned with industry does align with industry practices. We are taking
practices to deliver secure additional steps to improve and strengthen those
reliable services and ' processes and practices to assure the most effective T

quality products with the that can be achieved.

least total cost of 1 Adopt Project Management Maturity Model (P3M3)
ownership.

Table 7.2 StatusCapital Work Plan in Meeting Objectives

7.3Risks

The PMO continues to invest resources and attention in improving processes and reducing
risks associated with the IT PMO Work Plan. As a result of these efforts, and through adopting
the P3M3 maturity modethe PMO has dropped the risk from the FY2012 IT Asset Strategy
dealing with maturing project manageniénHowever, a new risk has been added concerning

the maturity of software development.

34 CWP12:Failure to evolve the PMO
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ID Risk Mitigation
Likelihood | Impact
CWP02 | Failure to asse well defined business| Perform goroject quality check for all project requests. This would
process to drive project requirements| include an assessment bbasiness readiness each phase gate or
project change request. Incorporate business proagssstén project
planning and monthly status reporting to ensure accountability of
Possible Minor ($100K- $1M) | business sponsors and SME, provide visibility to all stakeholders,
incorporate controls for performance deficiencies.

CWPO06 | Failure to assure increased O&M Provide a formal mechanism for O&M recipients to properly reflec
expense budget for pedelivered budget changes needed to support newly delivered projects. This
project systems should include any work necessary to decommissiisting
Almost Certain | Minor ($100K- $1M) | applications/systems being replaced by the new delivery.

CPW20 | Failure to provide a consistent A standard Integration Plan will be neldd that can be used by all
integration plan for standalone and projects and muklproject programs. It will be developed to provide
grouped (program level) projects baseline onto which individual requirements can be added. This n

will be vettedwith the Chief Technical Officed T managers, and
Likely ‘ Moderate($1M - $10M) | select business repgentatives for appropriateness and completene

ITPMOZ21 | Failure of software development to Partner with software development on a maturity model (e.g. CMN
mature at a comparable level as the | ITIL) to measure progress. Another mitigation is to separate
PMO hinders | Tés |developmentand production maeagent.
execute on new capabilitiesnddeliver
on mission ctical investments, while
balancing the demands of operating &
maintaining production systems.

Almost Certain ‘ Moderate($1M - $10M)
Table 7.3: IT PMO Work Plan Risks
Figure 7.2 Capital Work Plan Risk Map
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